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EnCase v/
Essential Training




What’s in this course

Explore the most notable features of the
new version.

Everything you need to know about EnCase
v7 to conduct basic investigations.

o Create Cases

> Acquire Mobile phones and Storage Devices

> Add existing evidence to cases

> Browse and explore evidence

> Process evidence and conduct analysis

o Export findings and Write reports.
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Acknowledgment

The Computer Evidence sample we shall use
is “TDurden evidence file”, which Guidance
Software provides for free; get it from:

o http://media.johnwiley.com.au/product ancillary
/63/04709010/DOWNLOAD/tdurdenex01.html

o https://www.4shared.com/file/aa3BYubz/TDurde
n.htm

Few screenshots in this presentation are
taken from “EnCase® Version 7.10 User 's

Guide”
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http://media.johnwiley.com.au/product_ancillary/63/04709010/DOWNLOAD/tdurdenex01.html
https://www.4shared.com/file/aa3BYubz/TDurden.htm

EnCase v/ new Ul

Eild U Case » Q\Flewv ;ﬁ-Tm:-Isv %EnSclipt'
ﬁHomel

@ 8 “Zoomin = Zoom Out &, 100% +

RECENT CASES
= test

CASE FILE

il New Case Create a new file
& Open Open an existing file

VIEW
# EnScripts Installed EnScripts
Generate Encryption Key Generates an Encryption Key
Options Change global options and settings
File Types Display File Types table
Encryption Keys Administer Encryption Keys
Processor Manager

HELP

@ Help Open the Help window
& Paths
@ About
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Fvidence
Acquisition
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FastBloc SE

FastBloc SE is the first
commercial software
write-blocking solution
that allows EnCase to take
full control of IDE, SATA
and SCSI channels on
particular PCl controller
cards, as well as the
FireWire and USB ports
from Windows, permitting
a forensically sound
acquisition without the
use of hardware write-
blocking devices.

Tools -> "FastBloc SE

Sherif Eldeeb
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1k Tools v <uimiuripe ~

«  Verify Evidence Files...

‘Cﬁ EnScripts
FastBloc SE...

unt as Network Share Client...

nage Hash Library...

pe Drive...
== _reate Boot Disk...
== _reate Direct Serviet...
== (_reate Portable Device...

fﬁ? Generate Encryption Key...

Options...
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FastBloc SE modes

All modes protect the evidence from actual
modifications.

Write Protected: Operating system will not

allow any modifications (copy to / delete /

modify) and will throw an error. Use this
mode for imaging!

The disk is write-protected.

Write-Block Mode

(@) Write Protected
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FastBloc SE modes

Write Blocked: OS will act as if the device is
not write blocked at all, and will allow
changing security permissions of files “use
this mode for casual "browsing where
sometimes access is not permitted due to
security permissions. (if you unplugged and
plugged device again, it will lose all
modifications).

Write-Block Mode

() Write Protected

(®) Write Blocked

I Mone
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Pick a mode, plug a device

FastBloc SE

Plug and Play

Choose mode and insert device,

Write-Block Maode

(®) Write Protected h

() Write Blocked
I Mone

Clear All

Waiting for PnP device insertion

FastBloc SE Write-Block Status

) Vol Write Write
oo olumes Blocked Protected

0 - Intel C: [Local Disk) E: (Mew Vaolume)

1
2 [1-WIBU - I: [CODEMETER]
3 |3 - 5anDisk H: [KALI LIVE] QP

4

Cloze
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Create a new case

With the evidence write-blocked and
attached, we have to create a case for
evidence acquisition.

1 New Case h Create a new case

= Open Open an existing case
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Create a new case

Templates Mame and location
pl
#1 Basic
< Mame
|;# #2 Forensic
s #3 Basic (UK) | EnCaseTraining |
|7 #4 Farensic (UK Full case path
|# #5 Flexible

| Cih\Users\USER\Documents\EnCase!\Cases\EnCaseTrainingtEnCaseTraining. Case |

Mone
4 Base case folder

| ChUzersh USERNDocumentshEnCasel Cases ||1|

Evidence cache locations

Use base case folder for primary evidence cache

Prirmary evidence cache
Case information

= + [ Split Mode + o) New -

| Name | Value Secondary evidence cache

| -]

Backup settings

CivUsers\USER\DocumentshEnCase\ Cases\EnCaseTrainingEvidenceCache

[+/| Backup every 30 minutes "

Maximum case backup size (GE)

Backup location

| CivUsershUSER\Documents\EnCase\ CaseBackup ||1|

| oK | |Cance|
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Add Evidence

SEARCH

4 Search Search your case for matching items

EVIDENCE

«3 Add Evidence Add items to the Case
¢S Processor Manager

T|

BROWSE
¢S Evidence Evidence in the case
¥ Records Processed data, such as email and Internet artifacts
#, Case Analyzer Analyze processed metadata
“ EnScripts Installed EnScripts
REPORT
2l Reports Reports created from report templates
< Bookmarks A bookmark
2] Report Templates A template for a report
CASE
Options Case options and settings
E Hash Libraries Change hash libraries settings
H Save Save this case to disk
& Close Close this case
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Add Evidence

Since the evidence is attached as a USB
device, we pick "Add local device .

... we will explore the other options later,
God willing.

& Add Local Device

&% Add Network Preview
z¢ Add Evidence File

53 Add Raw Image

B Acquire Smartphone
& Add Crossover Preview
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Add local device

UNSELECT “Detect Tableau HW” if you have
none attached! “it might/will cause
problems”

Next ...

[T Detect Tableau Hardware ﬁ Detect Tableau Hardware

[ Only Show Write-blocked

[J Detect Legacy FastBlac Selecting this option provides EnCase support for detecting Tableau devices. If

[l Enable DCO Remaval you do not have such a write-blocking device connected, Guidance Software
[l Enable Physical Memary recommends leaving this option turned off, as system problems can occcur if
[ Enable Process Memary other USB devices are connected.
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Add local device
Detected, write-blocked and good to go

Local Devices

2] = F Selected 1/9 L] Split Mode ~ |5 Edit

Mame | Label ‘Access Sectors ‘ Size I! eR;:s(:em Li:szsiTes SEE)

C1)af@o Intel ASPI G976, 766,976 465.8 1 & BT

| = NTFS Windo.., 428,998,655 204.6 .., g

Oz Mew Volu... Windo... 546,632,379 260.7 ... g

[ 4|a ff WIBU - ASPI 20,384 39.3 MB =
%)
)

SanDisk ASPI 60,532,992 28.9 GB
KALILWE  Windo... 60,530,944 285 GE

i)
i)
i)
i
i)

HUAWEl  ASPI 65,536 128 MB [ [

<Back | Finish | | Cancel
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Selecting the evidence

Click on the evidence name ...

EnCase Forensic

- —ﬂ Case (EncaseTraining 101) ~ Q View Q Tools % EnScript = ;':_LC'.Add Evidence « @ -
ﬁ Heme | <5 Evidence Xl
@ @ ¥ Viewing (Evidence) v L Split Mode v | Open 3* Remove (%) Rescan ) UpdatePaths g Change Caches -~ Raw Search All v =3 Process Evidence v <5 Bookmark -

DD£ Evidence

Evidence| Extra Index
Paths Paths File

. 348 d58bd257 C\Users\USER\Documents)

Primary

Path GUID

< >

] Fields Report @] Console 3 EvidencePaths . ExtraPaths £ AcquisitionInfo ¢ Read Errors  § Missing Sectors ¢ CRC Errors Evidence Processor Logs (37 Credentials 2, Subjects *, Sources L ] Lock
=il .

Mame | Value 3
"

5 MName
5 Primary Path 3
S Evidence Paths .
| Extra Paths
@ GuID 2686835239342 cebb026550d58bd257
S Index File Ch\Users\USER\D'ocuments\EnCase\Cases\EncaseTraining 101\EvidenceCache'\868F683524934ECEBB026550D58BD257 Devicelndex...,
[ Actual Date
m Target Date
5 File Integrity Evidence cannot be verified
' Acquisition MDS
4. Verification MD5
- Acquisition SHAT
3. Verification SHA1

—
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Browsing the evidence

hd —|] Case (EncaseTraining 101) = Q View » Q Tools » 0[3 EnScript = Endd Evidence »

Split Mode « (£ Condition v 7 Filter v -2 Tags v i) Review Package v 5 Raw Search Selected v 4 Bookmark v [2] Go tofile || @) Find Related v Tz Entries v £=J Acquire v T3 Process g -

4 D5z Entries 55 Table | 4 Timeline [E Gallery

< oOE 3
4= C

0 &+ 41+ O Selected 0/789

| disk

Name

File
Ext

Logical
Size

Signature
Analysis

File
Type

Protected

. boot

. dists

| firmware

. install

. isolinux

| live

. pool

. System Volume Information

| tools

Djojo|gjojojojoja
WO e e

~Oo[D
HEIE

)
)
)
)
)
)
)
)
)
N
]
A

. disk

. boot

. dists

. firmware
. install

. isolinux
o live

. pool

. System Wolume Information

tools
KALI LIVE

ldlinux,sys

disk

0 Folder

0 Folder

0 Folder

0 Folder

0 Folder

0 Folder

0 Folder

0 Folder

0 Folder

0 Folder

0 Unknown
69,572 Executable

[] Fields Report [5] Text [3%] Hex jjjji Decode Doc | Transcript

[L Picture ] Console og= File Extents |5 Permissions Hash Sets |47 Attributes

MName

Logical Size
Category
Signature Analysis
File Type
Protected
Protection complexity
ﬁ Last Accessed
[ File Created

disk
o
Folder

01/22/15
01/22/15 12:44:01 PM

@ Sherif Eldeeb
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Acquiring evidence

Right click on evidence name -> Acquire ->
Acquire...

L . Cw

} Heme | <5 Evidence

2 © T vViewing (Entry) v Ll Split Mode ~ [ Condition ¥ F Filter ¥ - Tags = | Review Package

|§ Entries F Table | %4 Timeline [ Gall
1 Dg I Collapse T A~ 2l v O Selected /7
7 4, Expand Al
o] Mam
by Collapse All
ol 1j&c
" g[[ Set Included Folders MNum + [ E Unused Disk Area
b ol Include 5ub Folders Shift-Num +
Include Single Folder Ctrl-Mum +
w]
i g[[ Select tem Space
g[[@ Bookmark L4
B Gotofile
|@) Find Related ’
EE;'- Entries L4

ﬁ £ Acquire £ Acquire... h

Create Logical Evidence File..,

&; Process... I |'| <
| Fields || 23 pevice v i Doc || Transcript [E Picture 1] Console
g -
Open With * Name
5 MName
5 Tag
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Location & Name

Location | Format | Advanced|

Mame Evidence Mumber

| USE Flash Drive - sandins H 2015-123-001

Case Mumber

Examiner Mame
| 2015-123 | | Shareef

Motes

| Found in suspect's Car

[ | Restart Acquisition Remote acquisition

Output Path

| E\USE Flash Drive - sandins.Ex'D1| h

Alternate Path

Sherif Eldeeb ENCASE V7 ESSENTIAL TRAINING
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Format

"Current format is NOT compatible with v6!!

Sherif Eldeeb
https://eldeeb.net

Location | Format | Advanced

Evidence File Farmat

Compression

| Current (Ex01) h| | Enabled

Werification Hash

File Segment Size (ME]

'MD5

v| |b‘99‘9‘9‘9

Password

Encryption

ENCASE V7 ESSENTIAL TRAINING
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Acquisition will start

Press OK

Wait for it to finish ... then you’ll have the
evidence file in ".ex01 format

N

ETT—

Next section we will learn how to add an
existing evidence file to a case.

@ Sherif Eldeeb
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Stopping FastBloc SE

The USB device(s) will remain write-blocked
till FastBloc SE is stopped “Clear All”

Plug and Play

Choose mode and insert device,

Write-Block Mode

(® Write Protected

() Write Blocked

() None

| Clear All |

FastBloc SE Write-Block Status

o Remowve write-blocking for all devices on all channels?

Mame ‘ Valumes pe poiite
Elocked Protected
110 - Intel C (Local Disk) E: (Mew Vaolume]
?‘I - WIBU - I ([CODEMETER)
?3 - SanDisk H: [KALI LIVE}

o Write-Blocking will be removed the next time you plugNQaa device.

Sherif Eldeeb
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Adding Evidence
Files

Sherif Eldeeb ENCASE V7 ESSENTIAL TRAINING 23
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Adding Evidence Files

Go to Home tab -> Add Evidence

ﬁ Home i

e 0 “# Zoom In _qum[}ut'f,ﬂ‘lml}gv

SEARCH

4 Search Search your case for matching items

EVIDENCE
& Add Euidenceh Add items to the Case

&5 Processor Manager

BROWSE

&S Evidence Evidence in the case

Sherif Eldeeb ENCASE V7 ESSENTIAL TRAINING 24
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Adding Evidence Files

"Add Evidence File” -> select file

T

Organize = Mew folder

4. Downloads -
"5l Recent places

18 This PC
m Desktop

%2 Add Evidence File
F

& Add Local Device

i C1 T VAN Doy

b Smartphone
hssover Preview

FILE

Mame

¥ ThisPC » MewVolume (E5) » Sources » EnCase

Date mu:u:lviﬁeu:l

Type

v O

Size

5 tdurden.ex01

2012-07-27 T:37 PM

EnCase Evidence F...

249671 KB

.. Training

2015-01-22 9:26 AM

File folder

Sherif Eldeeb
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Adding Evidence Files

You can cancel the Verification process if
you want by double clicking here

= v || Case (EncaseTraining 101) v &3 View = ‘} Tools » “% EnScript = = Add Evidence ~

ﬁ Home | 2 Evidence Xl

& © T Viewing (Evidence) ~ [ Split Mode v | Open 3 Remove %) Rescan ) Update Paths gy Change Caches =* Raw Search All ¥ 53 v s v
{5 Evidence m #5 Timeline

2~ 2] ~ [ Selected 0/2

N Primary Evidence| Extra
ame Fath Paths | Paths

mREE 3 0 368
[ 2 |[@ Tourden EAsources\EnCase\tdurden,ex01 . b62|

£

] Fields |:;|Repnrl ] Console 5 EvidencePaths | ExtraPaths #7 AcquisitionInfo ¢ ReadErrors  § ¢ [‘_‘3}? b ——

H ~
Mame | Value
5 MName 3
5 Primary Path 3
5 Evidence Paths

. Extra Paths
@ GuID 263f68352a934ecebb026550d58bd257

5 Index File Ch\Users\USER\Documents\EnCase\Cases\EncaseTrd 101\EvidenceCache\868F683.., v
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Adding Raw
image files DD
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Adding Raw DD Files

Home -> Add Evidence -> 'Add Raw Image

FILE

< Add Local Device

& Add Network Preview
% Add Evidence File

53 Add Raw Image

B Acquire Smartphone
= Add Crossover Preview

Sherif Eldeeb ENCASE V7 ESSENTIAL TRAINING
https://eldeeb.net



Adding Raw

DD Files

Image type -> Disk
Right-Click -> New

Sherif Eldeeb
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Marme

Disk Image

Wolurne Type

Bytes per sector

eee Image Type
I Mone
(®) Disk
IVeolume
() CD-ROM
() Raw CD-ROM

[] Generate true GUID

Component Files

| 512

Pre-5ector Bytes

| 0

Post-Sector Bytes

4| - [ split Mode =
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Adding Raw DD Files
Pick the file -> Open -> OK

5 Table | %4 Timeline

@ = 4 . » ThisPC » Local Disk (H) » evidence v | & Search evidence g - '%l - I:I Selected ﬂj’a
Organize « New folder = - =
" Mame Pg;i:y
18 This PC L O 1)l 3 3
i Desktop e
£ Documents | = TDurden E\Sources\EnCase\tdurden.ex01
& Downloads 3 Disk Image H:\evidence\evidence02.dd

U Music

& Pictures h
H Videos

£, Local Disk (C:)
% BD-RE Drive (D:)
a New Yolume (E)
&) CD Drive (F:) Mol
a Local Disk (H:)
s CODEMETER (1)

evidencel2.dd

f! Network

v

File name: | evidence2.dd v| |AiFies 79

| Open

Sherif Eldeeb ENCASE V7 ESSENTIAL TRAINING
https://eldeeb.net



Acquiring Mobile
Phones

PRE-REQUISITES AND IMPORTANT
CONSIDERATIONS




Mobile Phone Support

EnCase v7 supports acquiring data from
smartphones and tablets directly.

Evidences could be acquired from the device
itself, or a backup file located on the suspect
Computer.

Allows exporting geo-tags and other location
data which can then be loaded into google
maps!

Creating a report is very easy!

Sherif Eldeeb
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Supported devices & Data

< Devces || Acquire ONLY the following categories:
’ ;uipp:lt: :’OS ~ @) Phone Info

dl RIM BlackBerry ~ @ Contacts

‘ Google Android N |@) Call History

dl Google Android 4.x 9 Q) sms ‘

dl Nokia Symbian S60 ~ &J Organizer

dl windows Mobile 6. ~ @ File System

gl PaimOs ] _QJ MMS

& SIM Card Reader S (@) Other Messages
4  Evidence ~T Q) Notes

| @ Internet Data

4 Backup Files

=) Android Backup

=J) Apple iTunes

=J) BlackBerry Desktop Manager
4 Physical Evidence File

C.# Android

Sherif Eldeeb ENCASE V7 ESSENTIAL TRAINING
https://eldeeb.net



Physical v.s. Logical Acquisition

For some devices (like Android) it is possible
to perform Physical Acquisition’, that
enables recovery of more data, including
deleted files which will not possible
otherwise.

Logical acquisition is like “copying” the data
from the device, yet deleted data will not be
available for parsing.

Physical acquisition requires that the device
is rooted (Google that if you are unfamiliar
with the term).

@ Sherif Eldeeb
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IMPORTANT!!!

PLEASE

SLOW
DOWN

\—

Few things needs to be considered before
acquiring evidence from mobile devices:
> Examination environment considerations

o Computer-side preparation and necessary drivers
installation.

> Preparing target mobile device for acquisition

Sherif Eldeeb ENCASE V7 ESSENTIAL TRAINING
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Use a faraday Bag/Cage!!!

All smart phones have a Remote Wipe
capability, if the suspect “or someone related

to him” managed to initiate/schedule a
remote wipe, we lose big time.

Sherif Eldeeb ENCASE V7 ESSENTIAL TRAINING
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Install drivers

For EnCase to be able to acquire evidence
from mobile devices, appropriate drivers
needs to be installed the computer needs to
recognize them correctly first.

This means installing rT———r—

YWelcome to the Found New
Hardware Wizard

iTunes for apple devices,
and appropriate drivers

for others.

Sherif Eldeeb ENCASE V7 ESSENTIAL TRAINING
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Android:
Prerequisites




Requirements

As per Encase, we need to do the following
ON THE PHONE before acquiring evidence
(don’t forget to document your actions):

Google Android

Enable the following settings:
Menu = Settings = Applications > Unknown sources

Menu = Settings > Applications = Development = USE debugging h

Devices # | [_] Perform Physical Acquisition
Detected
! Google Android Parse Phone Artifacts After Acquisition
Supported [ ] Acquire OMLY the following categories:

+ For Physical acquisition, we need root.

Sherif Eldeeb ENCASE V7 ESSENTIAL TRAINING
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Enable unknown sources

e~
=

[aa]

Network connections

& Wi-Fi | N
$) Bluetooth OFF
E Data usage

—

More networks

Connect and share

—INFC

N Allow data exchange when OFF
device touches another device

= S BEAM

: Send files via NFC and Wi-Fi OFF
Direct

iy Nearby devices
=== Share your media files via DLNA

e VRF Tl W oo o

Sherif Eldeeb
‘ https://eldeeb.net

[aa] o

03] [h A -]

Connections My device  Accounts More

73} [a QA

Connections My device  Accounts

Permissions

A . .
@ Location services

Security

System manager

‘mm T

== Application manager
hd Battery

m Storage

9 Date and time

Developer options

. About device

ENCASE V7 ESSENTIAL TRAINING

Device administration

Device administrators
View or disable device administrators

Unknown sources

Allow installation of apps from sources v/
other than the Play Store

Settings might
change slightly

Google is your best

friend, just find
how to enable this
setting and do it!

40




Enable USB Debugging

i,

Phane Play Books

T

PlayMovies  Play Mugic  Play Stoee

ETY

Woice Wod c Diaber

Voice Sedreh  YouTube

Sherif Eldeeb
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ﬁ_Snarttil'ugs

& Secunty

A Language & input
£) Backup & reset
ACCOUNTS

+ Add account

SYSTEM

(0 Date & time

¥ Accessibility

} Developer aptions

(D About phone

(" Developer options On

Take bug report

Desktop backup password

i . k

esklop full backwps aren’t curmently

Stay awake

charging

Protect USB storage

x i
Apps must request permission 10

DEBLIGGING

USB debugging

Allow mock locations

W MOCK loCalons

ENCASE V7 ESSENTIAL TRAINING

USBE debugging is intended for
development purposes only.
Use it to copy data between
your computer and your device,
install apps on your device
without notification, and read
log data.

CATCE

41



Enable USB Debugging(!)

n Recent Android versions (>=4.2), the

Developer Options menu and  USB

Debugging option have been hidden, and

needs to be enabled first.

o "About Phone

o Click "‘Build number’
10 times

Sherif Eldeeb ENCASE V7 ESSENTIAL TRAINING
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Rooting the phone

As mentioned earlier, physical acquisition
(and recovery of deleted data) requires the
device to be Rooted".

If it is already rooted, you’'re in good shape,
if it is not, please note that there is a very
high probability that the device gets fully
erased, or irrecoverably damaged!

Short answer, don’t ever root a device in
course of examination!!! ‘'unless authorized,
and after “authority” understands the risk

Sherif Eldeeb
https://eldeeb .net



Android:
Acquisition Demo




Once all is set ...

Google Android

Enable the following settings:
Menu > Settings » Applications > Unknown sources
Menu = Settings » Applications > Development > USB debugging

4 Devices # | []Perform Physical Acquisition

a Detected
! Google Android h Parse Phone Artifacts After Acquisition
4 Supported

[[] Acquire ONLY the following categories:

&l Appleios
&l RIMBlackBerry &7 @) Phone Info
! Google Android @) Contacts
! Google Android 4.x R ) call History
&l Mokia Symbian 560 & (@ sms
! Windows Mobile 6.x (i IQ] Organizer
i Palm 05 7 & File System
&l SIM Card Reader & [@) Mms
4 Evidence [ @) Other Messages

a4 Backup Files R (@ Notes
@ Android Backup R |[@ Internet Data
CI) Apple iTunes
@ ElackBerry Desktop Manager

a Physical Evidence File
C» Android ~

Qutput Path

E\Evidence\mobile_android.Lx01 h “1‘

Evidence Settings...

Sherif Eldeeb
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Press OK on phone first ...

‘P m ° b' @ All 71%kd 7:38 AM

The computer's RSA key Press the "OK" button in the "Allow USB Debugging” dialeg, currently

fingerprint is: _I—I'h shown on the device,
97:42:C4:32:E1:43:8E:C4:00:14:77:

70:D4:BE:OE:18

Always allow this computer oK Cancel

Sherif Eldeeb
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Set Password if you wish

YHMQaAa O " 4 n%id 7:40 AM
1®! Full backup

A full backup of all data to a connected desktop
computer has been requested. Do you want to allow
this to happen?

If you did not request the backup yourself, do not
allow the operation to proceed.

If you wish to encrypt the full backup data, enter a
password below:

com.infraware.polarisoffice4

@ Sherif Eldeeb ENCASE V7 ESSENTIAL TRAINING
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Wait ... and keep waiting

It took us around 1) hours to acquire a 16GB
Note2, problem is the progress bar is not
moving, and there’s no indication on the
mobile!

Have faith ‘it works & have patience ‘it will
take time'.

Sherif Eldeeb ENCASE V7 ESSENTIAL TRAINING
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Acquisition done!

v | Case (EncaseTraining 101) = &3 View v ' F Tools v “i% EnScript v = Add Evidence

ﬁ Home | 5 Evidence *

4 _|€3 Mobile Data
FER | K maobile_android
FEvE| ke Organizer
=l K Events
PRl k Messages
=l K E-mail
| SMS
. Inbox
; Dutbox
, Draft
. Undelivered
| SIM
;. MMS
4 [ | | Internet Data

i) © T Viewing (Mobile Data) = L Split Mode + [{= Condition = F Filter ¥ -1 Tags = ) Review Package 3 Bookmark » 2 | &)« T=» 54~ 2 @~ &~

~ || BH Table | 2 Timeline [E Gallery

]’. H - ‘%J, + || Selected 0/56207

Mame

Logical
Size

|7 smsH
[ sms2
[ sms3
[ sms4
[] smss
[ smse
[ sms7
1 smsa

B o e o
A o W=

w

Report Text Hex i Decode Doc Transcript

E|Picture '] Console || Fields

“Zoomln = Zeom Out &L 100% = E D

MName SMS1

Logical Size o

Item Type Document

Category None

Primary Device mobile_android

Item Path mobile_android\Messages\SMS\ Inbaox,SMS 1

Remaote ARAMEX

True Path EncazeTraining 101\mobile_androidiMessagesSMSY Inbox\SMS 1

Sherif Eldeeb
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Note!

For some reason, photos taken by camera
(the ones usually in DCIM) were not included
in the evidence file when we acquired it ...

We didn’t check why, but you may copy the
files from the phone storage directly and
take appropriate notes (MD5 hashes ... etc.)

> Or make a logical evidence file which includes the
Images.

Sherif Eldeeb
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iTunes Backup
Files
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Acquiring iTunes Backup

To acquire an iTunes backup file: Open a case
and click Add Evidence > Acquire
Smartphone.

~ | Case(Harrison) » &3 View = < Tools ~ ?! Enterprise = “f% EnScript = 'E-t__',DAdd Evidence =

%3 Home || Reports * J o> Evidence Nl ® Add Local Device...
. . i b .

O © ¥ Viewing (Evidence) = SpﬁtMﬂdE + | Open I Remove @ Rescar @ Add Network Preview = Raw

| €2 Tk 2% Add Evidence File...
EH T2 El DIl %3 Add RawImage...
2l » 21~ [ Selected 0/7 Bl Acquire Smartphone...

Name @ Add Crossover Preview... |}

[] 1 =& SearchSelected DsL01 FilesiSearchSelected. LO1
[] 2 ==& v7_Sample_Evidence D:vEvidence Files\Evidence Files 6-15-2013"5ample Evidence.Exll
3 E] Hunter XP D:hEvidence Files\Hunter XP.Ewl1
] a TDurden DxvEvidence Files\TDurden. EBx01
s FileCarverEvidence D:\Evidence Files\Evidence Files 6-15-2013FileCarverEvidence.Ex01
e ReF5 Physical D:\Evidence Files\Evidence Files 6-15-2013ReFS Physical Ex01
[ (slimmacl,10.0.41.51). diskd WEAD-BZBML51VPublic\Evidencel(slimmacl0,10.0.41.51)-disk0.Ex01

Sherif Eldeeb ENCASE V7 ESSENTIAL TRAINING
https://eldeeb.net



Point to Manifest.plist

S
e rrorere . &)

Apple iTunes

Select the Manifest.plist file from the iTunes device backup folder

4 Devices [] Perform Physical Acquisition
a Supported
Apple i0S []Parse Phone Artifacts After Acquisition
RIM BlackBerry

d
d
! Google Android
d
d
d

[] Acquire OMLY the following categories:

Google Android 4.x 7 & Phone Info
Nokia Symbian 560 @) Contacts
Windows Mobile 6.x [ &0 Call History
&l Paimos & (@ sms
&l SIM Card Reader 7 @ Organizer
a Evidence R @ File System
& Backup Files M @ Mms
@ Android Backup R | @) Other Messages
@ Apple iTunes R | @) MNotes
@ BlackBerry Desktop Manager [ @ Internet Data
a Physical Evidence File
= Android
Output Path
D:\Evidence\Output\iPhoned 11-6-13.Lx01 E
Enter iTunes Backup password g Evidence Seftings...
i -
Input File
Plassword E] c€\iPhone5\Backup\f40f0c05dea? 655093367461 770d 43523832\ Manifest,plist E] h

<Back || Finish | [ Cancel |
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Browsing and
Viewing Evidence




Tree, Table, Traeble & View

v || Case (EnCase Essentials) » &3 View v (FTools v “if EnSaipt * %] Search = .= Add Evidence
B Home | Sevidence X|
o0 ?mﬁuvlvlwmdw (= Condition ~ FFiter v “OTags » (L~ fa v S~ @~ v @~ g~
2 o Ewe -] et | £5cine [ coley

T [ selected 0/134041

4 D|:| J| TDurden
4 DDLJ C EE
[+ DD Ih EExtend
18 DDE SRecyce.Bin
O] 4 Boot
C{_ie Documents and
i 0]}y MSOCache
[l K Perflogs
[» ] | Program Files
[l || Program Files (»
[ |} ProgramData
i O] )y Recovery
Il m T

[) Fields | =/ Report [~ Text [f]Hex jjjiDecode |#|Doc = |Transaipt [E Pictre ofe (5 3
i

|_2’ MName

L} Tag

| File Ext

|_¥ Logical Size

|_2’ Category

[_} Signature Analysis
|_2’ Signature

|_¥ Protected

| % brotectinn comnlevite
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|| SRmMetadata
[7 squota
[ sQquota-¢Q
3 1m0 TABLE
[ sobiid
[ sobjid-s0
|_'i‘ SR.eparse
|_] sReparse-sr
1

- | D|OgD|oojo|o

‘|m--.|mr.n.¢-wm»—n

Mame Value




Tree, Table, Traeble & View

-
[T EnCase Enterprise Training

= v | Case (new new new case agan) - Q\flew - -@Tools b <>[gEnScru:ut + %] search - "-'\_—C'_Add Evidence

%3 Home | 2= Evidence Xl U3 Records %

) &) T Viewing (Entry) = plic Mode » (¢S Condition = F Filker ¥ -OTags = () RawSearch v TeEntries = f5lAcqure + ffDevice v s v @1 &l -

EHTable | €4 Timeline  [E Gallery

A [ Selected 0j126921

Lagical
Size
4 [ Tourden 0
PRSTd 4,096
b L $Extend 552
12 $Recycle.Bin i 4,006 Windows
. Boat 4,096
@ Documents and Settings 48
| M30Cache w
| Perflogs

. Adrmin 43

Signature
Analysis

‘ Signature Protected

Category

oo ojojg|gjo|joja

. Program Files 8,192
. Program Files (x86) 4,096
. ProgramData 4,095

. Recovery 312

. System Yolume Information 4,096
. Users 4,096
. Windows 16,334

EE 110,886,912
i |

1] Fields Report Text Hex Decode  |#] Doc @ Transcript E Picture  ofeFile Extents |5 Permissions Hash Sets

|} Mame

| Tag

|_% File Ext “E_u
L} Logical Size

|_z’ Category

|} Signature Analysis

L} Signature

L} Protected

| ¥ Pratection camplex

Mame Walue
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Selection and Displaying

Selection is different than viewing

To select, tick the box

o< Evidence Hl
W & T Viewing (Entry) = Ll Split Mode = [ Condition = F Filter ¥ <2 Tags ~ . Review Package = =~ Raw Se
4 DRz Entries = Table | %5 Timeline £ Gallery

4 | TDurden 7
— Selected 137134041
4 Oifca C T A~ 2] - oF Selected 13/ b
[x DD b SExtend Mame
g SR le.Bi
4 O g SRecyde.Bin AT 1 || desktop.ini

A E 5-1-5-21-3021365385-3103810508-2158125392-1146
A E 5-1-5-21-3021369385-3103810508-2158125392-500
D@'E 5-1-5-21-3198726028-153459553-1 767084431000
g 5-1-5-21-3198726028-153459553-176708448-500

nd 2 |=a v12.pg

=

. Boot

s Documents and Settings ] & ||£- artl2e.jpg

| MsOCache M 7 [ art028,jpg
o[ Perflogs M 8 [= STWGWSZjpg
[ |, Program Files LA o = ¢1rBARYE inn
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Selection and

Displaying

To display only a su

Very useful to focus on specific fi

folders

bset, tick the
L

ico OF

ﬁ Home | 5 Evidence Xl

i © T Viewing (Entry) ~ [ L] Split Mode = [iZ Condition + ¥ Filter v ZJ
4 O]z Entries

IFINEFY G +

4 G TDurden

,T" || Selected 0/134041 j_ﬁ Fewer Columns j_ﬁ" More Columns

a ] C

O = vz, O =i B144,..| [ (= 141 a38...

L [= 5 art..

|, 3Extend
FF: SRecycle.Bin
FF: 5-1-5-21-3021369385-3103810508-2158125392-1146
'g: 5-1-5-21-3021369385-3103810508-2158125392-500
2 'g: 5-1-5-21-3198726028-153459553-176708448-1000

0 =l @ vas..

|78 5-1-5-21-3198726028-153459553-176702448-500

O (= @ sic. | [J (= @ $F.. [0 [= 10 sl..

[ ==l 111) 81...

O =l 12y s1z..

|, Boot

i=a Documents and Settings

O]y M50Cache
O] Jy PerfLogs

-] Jy Program Files
[} Fields | | Report [*] Text [8%] Hex jjji Decode %] Doc = | Transcript [E Picture + ] Console ofe File Extents 5 Permissions Hash Sets |4¢ || Lock
EE R g -
~

Mame

5 Name

Sherif Eldeeb

| Value

| v12.,jpg

ENCASE V7 ESSENTIAL TRAINING

https://eldeeb.net




T

meline

Tic

< from the left, display on the right

Easier focusing on finding what happened in
a specified time range

& Home | 25 Evidence

9 © T Viewing (Entry) * L] Split Mode ~ [{Z Condition ~ F Filter v -2 Tags v | Review Package ¥ “* Raw Search Selected v 5 Bookmark v [2] Gotofile | @)~ o« £~ 2 W~ &l ~

4 O] g Entries | B Table | €2 Timeline | JE Gallery
4 ][} TDurden § § - - §
1 S l, [ Selected /134041 <% Higher Resolution <% Lower Resolution Options ﬁ Date Type =
D| [S= ]
i SExtend 2008 2009 2010 2011
ED_‘_'_, , 1234567 89101112(1 2 3 4567 8 91011121 2 3 4567 8 91011121 2 3 456 7 8 9101112
- DD\.E.' SREC}I’dE.BIH ; :I ] (1] & 16 /"= !ivq LT [ ] ﬁ = (L1}
D1 [d 5-1-5-21-3021369385-3103810508-2158125: 3 5 14 4 4 B u= I
D4 5-1-5-21-3021369385-3103810508-2158125: E o o . P60 EL L woRET
@] 5-1-5-21-3198726028-153459553-17670844 3 O - T —— woagon o w7 4p
= q = 145 70 179 LU -
o8 5-1-5-21-3198726028-153459553-17670844¢ 10 27 13 | ———
= 11 = R : 15 14 74 ui an LLE
b @] ), Boot 12 pe = . Ao P71 97 78 L.
o i-s Documents and Settings -5 =10 [CJes 4 &8 = - -
b B ), MsOCache B 15 o " =" i s g
b ] ), Perflogs L 1 s
20
[» @] |, Program Files gj A -
i @] |, Program Files (x36) . .. as .
I @] |, ProgramData ;E us n
27
@] ) Recovery ;i - u »
@] ) System Yolume Information ;r
@l Us.ers v
< > <
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Something looks interesting?

Select it, then Bookmark it!

v i Review Package v “* Raw Search Selected v 3 'H T T @.'

Al " Table ¥ Timeline | [E Gallery %) Note...

T 7 Selected 6/134041 T Fewer Columns

— — (] Single item...
T L (1) v12jpg M |- (2)v23,jpg

| 4 Selected items... Ctrl-Shift-B &

"’ O Folder...
55 Table view...
i Raw text...
T == (5) art026.jpg N =4 (6) art028,jpg | i Data structure... Ctrl-D

Transcript text..,
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Other features to consider

Consider them on your own! Covering them
here can take forever ...

Take a look at Chapter 7 in the user manual.

Filtering & conditions.

Searching.

@ Sherif Eldeeb
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Mounting
Fvidence
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Mounting evidence

Evidence could be mounted as local, or
network mounted drives.

This will enable casually “browsing” the
evidence, or perform a virus scan.

Virtual Machines could be created from
evidence if mounted as local drive.

This also enables to view all file systems
even those not supported by windows “e.g.
evidence from Linux or Mac computers”
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Mounting evidence: VFS

= Ty Fays v (L) Weview FalRagE + iU SeaT Ui JeleC et sl GUURTT|

O 5. Entries F= Table | 45 Timeline  [E Gallery
e e [ T A~ 4l ~ [ Selected 0/134041
VI rt u a I F I | e Rename... F2 Mame
i% I Collapse | - E-E.LostFiIes
System (VFS £ P 0 g s
y b o | B Collapse Al F| = é §5ecure
° 18 DD I:| 4 é SValume
tS a d r I Ve o Set Included Folders MNum + [l 5 |_® Documents and Settings
m O u n ) o] Include Sub Folders Shift-Mum + 1 & |[3 Program Files [x36]. STHF_DATA
| Include Single Folder Ctrl-Mum + [ 7 |1 programData.STXF_DATA
I f | d ol [ s ||g csmr_pata
VO u m e O r O e r r ol Select ftem Space [ 9 | Program Files-STXF_DATA
o o) Bookmark R [] 10| Windows STHF_DATA
aS read_Onl i% Bl Gotofile LI 11 [ Perflogs
y @ Find Related 3 [ 1= | MSOCache
EE- Entries 3 [[1 13| || Recovery
ffl ° k £3 Acquire » Q14 é SSecure-SAttribute List
ortline networ Tl s
2y Process.. [ 16| [5] sattrper
h [ 17 | B volume Slack
S a re ° 4 Device Disk View.. [[1 18 |'£ SRecydle.Bin
, Users
&l OpenWith ' Recover Folders.. E:: j Suctam Unliima Infarmatinn
Restore... B a
() Fields _|Report [*]Text Hash... sole 00 File Extents 5} Permissions

Options 4 Codepage ~ A, TextStyle v 34 Find =y |

oooBl oo 0o 00 01 00 00 00 OO 10 00 00 01 00 OO Scan Disk Configuration 00 00 00 00 00 00 1% 00 00 00 00 00
066FF 02 D4 CO CB 01 Bé 8F FF 02 D4 CO CB 01 BE Scan for LVM 00 00 00 00 00 00 00 00 00 00 00 00
13200 00 01 00 &0 00 45 00 00 00 00 00 OB A0 00 Analyze EFS... CB 01 BE BF FF 02 D4 CO CB 01 B& &F
19800 00 26 00 00 20 00 00 00 OO0 06 00 24 00 51 = 00 00 00 00 00
26400 00 00 00 00 00 00 00 00 00 00 00 a0 Analyze RMS...

33000 00 00 00 00 00 00 00 00 00 00 00 0O s Share

39600 00 00 00 00 00 00 00 00 00 00 00 0O — -

B0 oo oo oo oo oo oo 0o oo 0o oo oo oo o . Modify time zone settings... Mount as Network Share...

52800 00 00 00 00 OO0 OO0 OO0 OO0 OO0 00 OO0 00 00 00 00 00 00 00 00 00 00 00 00 Mount as Emulated Disk...
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Mounting evidence: VFS
Next = Finish = Ok

:
2 ~

Location Port Mount share locally
o Evidence mounted on volume Z:
LS (™" assigns next available volume letter)

(®) Establish local server e S Volume Letter
@ T R ST Max clients allowed i”# EI #
Client Access
Server IP Address
(@) Allow all IPs 10.0.0.0

Allow IP Ri
O Allow P Range Loy [P of range

() Allow specific IPs 10.0.0.0

High IF of range

255.255.255.254
Allowed Ps
4 Network locations (1)
_ share (Wgsiser) (£:)
< Back Net> | | Cancel <Back | Finsh | | Cancel e UL AL
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Mo

unting evidence: VFS

VFS s

nows evidence as EnCase “sees” it (e.g.

deleted files, alternate streams, unallocated
clusters will show up as files)

|%| Program Files (xB6).5TXF_DATA Systern file 1KB
|%| Program Files-5TXF_DATA System file 1 KB
|%| ProgramData.5TXF_DATA Systern file 1KB
|| Unallzcated Clusters File 1,001,568 KB
|| Volume Slack File 4KB
|%| Windows STXF_DATA Systern file 1KB

To stop the VFS service, double click “Virtual
File System” in lower-right corner

Sherif Eldeeb
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Mounting evidence: PDE

Another way to mount evidence is Physical
Disk Emulator (PDE), which “tricks” windows
into thinking that the evidence is an actual
physical disk attached to the examiner
machine.

This enables analysis of the evidence using
other forensic tools, or use it to boot into a
virtual machine.

But this limits the supported file systems for
casual browsing to those supported by
windows (i.e. FAT & NTFS)

Sherif Eldeeb
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Mounting evidence: PDE

—
Entries ~ || B9 Table | 4 Timeline [E| Gallery
Collapse & A+ 41 v [ Selected 07677870
ool 4, Expand All Mame
= I, Collapse All
a_Jc= D | Y+ -2llap 1= c
O -
R Set Included Folders Num + 2o
b o Include Sub Folders Shift-Mum + H3=E
b-OOks Include Single Folder Ctrl-Num + B
ol [] 5|2 Unused Disk Area
ok Select ltem Space
-0l i
4 Jce E iae Bookmark L4
DDD]- B Gotofile
_— H »
[ D‘D'&' |§:| Find Related
O L-E- Entries 4
ol e EB Acquire L4
ol e
COl E; Process...
2 Device Disk View...
[ :
b o Open With 4 Recover Folders...
DD._—, Documents and Settings
i 0] ), Drivers Restare..,
[ | K GMU Hash...
-Gl K gnuwin32 4
Scan Disk Configuration
[) Fields | Report [ Text | [38] Hex | jjiii Decode || Dot scan forLym il File Extents |5} Permissions 2| Hash
- Options *4 Codepage ~ A, Text Style ~ 33 Find 2y ||3 Analyze EFS...
o0000PE] 4F 4D 4D 41 4E 44 20 43 4F 40 20 00 5 Analyze RMS... 02 00 2D E0 00 00 44 45 4C 4C 42 43 4
00065 45 4C 4C 52 4D 4B 20 42 45 4 27 00 40 s Share Mount as Network Share Client... 4
0013042 45 44 4F 4E 45 48 4C 47 20 18 B3 93 L i
00198500 00 00 00 00 00 00 00 00 00 00 00 00 TEIOTyHTTe Z0TTe SELLT=. Ldpont ae Metornrk Shale
002&000 00 00 OO0 OO0 00 OO0 OO0 OO0 OO0 OO0 OO0 OO0 OO0 00 00 OO0 OO0 00 OO0 00 00 00 OO0 OO0 OO Mount as Emulated Disk...
0032500 00 OO0 00 00 00 00 00 OO0 00 00 00 00 00 OO0 00 OO0 OO0 OO0 00 00 a0 00 OO0 00 0 5 s s e e s ¢ B 5
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Mounting evidence: PDE

Removing “Disable Cache” enables write-
emulation “i.e. programs will believe they
are able to modify files on evidence” ... only
that changes are sent to cache folder of

course
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Mounting evidence: PDE

Mounted Evidence recognized as a locally
attached physical drive.

File Action View Help
T HT BXE = aE

Volume I Layout | Type | File System I Status | Capacity I Free Spa... | % Free
] Simple Basic Healthy (E.. 100 MB 100 MB 100 %
Simple Basic Healthy (.. 39 MB 39 MB 100 %
Simple Basic Healthy (B... 20456 GB 5241GB 26%
Simple Basic Healthy (P... 931.51GB 568.23GB 61 %
Simple Basic Healthy (A.. 39 MB 0 MB 0%

RECOVERY (I:) 05 (K2 New Volume (L:)
465.76 GB 39 MB 10.30 GB NTFS 200.19 GB NTFS 255.23 GB NTFS
Read Only Healthy (OE || Healthy (Active, Primary Partition) || Healthy (Primary Partition) Healthy (Logical Drive)

DVD D:)

Mo Media

B Unallocated W Primary partition [ll Bdended partition [l Free space [l Logical drive

Sherif Eldeeb ENCASE V7 ESSENTIAL TRAINING
https://eldeeb.net




Running evidence
as a Virtual
Vlachine




Running evidence as a VM

Once mounted using PDE, we can create a
virtual machine which boots as the evidence.

File Edit View VM Tabs Help
P E | eod | 0= g O
ﬁﬂnmexl

vmware

Workstation 10
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Running evidence as a VM

Create a new VM, custom (advanced)

Welcome to the New Virtual
Machine Wizard

What type of configuration do you want?

() Typical {recommended)

Create a Workstation 10.0 virtual machine
in a few easy steps,

(®) Custom (advanced)

Create a virtual machine with advanced

options, such as a SC5I controller type,

virtual disk type and compatibility with
vmware older YMware products.

Workstation

< Back Cancel
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Next, next ... next

Choose the Virtual Machine Hardware Compatibility
Which hardware features are needed for this virtual machine?

Guest Operating System Installation

A virtual machine is like a phiysical computer; it needs an operating
system. How will you install the guest operating system?

Select a Guest Operating System
Which operating system will be installed on this virtual machine?

‘irtual machine hardware compatibility

Hardware compatibility: | wWarkstation 10.0 w
Compatible with: | ESX Server
Compatible products: Limitations:
Fusion 6.0 54 GB memory
Workstation 10.0 16 processors
10 network adapters
8 TB disk size

Name the Virtual Machine
What name would you like to use for this virtual machine?

Install from:
() Installer disc:

L} BD-RE Drive (D:)

(") Installer disc image file (is0):

E:\Downloads\ubuntu-14. 04-desktop-i386.iso Browse. ..

Processor Configuration
Specify the number of processors for this virtual machine,

Guest operating system
(@) Microsoft Windows

O Linux

() Novell NetWare
() Solaris

() VMware ESX
() Other

Version

| Windows 7 x64 ¥

Memory for the Virtual Machine
How much memory would you like to use for this virtual machine?

Virtual machine name:

| Case #2015-00X |

Location:

|C:\JJsersVJSER\Domments‘Mrt.|al Machines\Case #2015-XxXX | | Browse...

The default location can be changed at Edit > Preferences.

Processors

Mumber of processors:

Mumber of cores per processor: 1

1

Total processor cores:

Spedfy the amount of memory allocated to this virtual machine. The memory size
must be a multiple of 4 MB.

&1 GB Memory for this virtual machine: MB

32GE
15 GB
:gg < Maximum recommended memory:
B 4 6008 MB
1GB
512 MB Recommended memory:
256 ME 2043 MB
128 MB
&4 ME [ Guest OS recommended minimum:
32 ME 1024 MB
15 ME
&MB
4 MB

| < Back | | Mext = | | Cancel

< Back | | Next = | | Cancel

< Badk | | Mext = | | Cancel
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No network!!

Or else bad things might happen ... then
continue clicking through.

Select 1/0 Controller Types
Which 5CSI controller type would you like to use?

Network Type O controler types
What ﬂf r'IEtInIIDrk du '!r'I:ILJ War‘lt to add? SCSI Controller: Buslogic (Mot available for 64-bit guests)

(CILSI Logic
(@151 Logic SAS  (Recommended)

Metwark connection

(") Uze bridged networking
Give the guest operating system direct access to an external Ethernet
network, The guest must have its own IP address on the external network.,

(") Uze network address translation (MAT) <pade | [ Nedts ][ Concel
Give the guest operating system access to the host computer's dial-up or
external Ethernet network connection using the host's IP address.

(") Uze host-only netweorking Select a Disk Type
What kind of disk do you want to create?
Connect the guest operating system to a private virtual network on the host
Virtual disk type
computer. ey
(15C51 (Recommended)
@I Do not use a network connection @saTa

< Back 1 | Mext = | | Cancel
| hep | <Back | [ Next> || Cancel
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Specitying a Disk for the VM

“Use a physical disk (for advanced users) ...
then pick the emulated device ...

Select a Disk
Which disk do you want to use?

Disk
() Create a new virtual disk

A virtual disk is composed of one or mare files on the host file system, which
will appear as a single hard disk to the guest operating system. Virtual disks
can easily be copied or moved on the same host or between hosts,

(") Use an existing virtual disk
Choose this option to reuse a previously configured disk,

(®) Use a physical disk (for advanced users)

Choose this option to give the virtual machine direct access to a local hard
disk.

Select a Physical Disk
Which local hard disk do you want this virtual machine to use?

i"-. Accessing raw disks may cause a loss of data or the inability to boot,
espedally if the raw disk partition is used as the boot device.

For more information, see the section in the product manual about using
physical disks.

Device

| PhysicalDrive s

Usage
(®) Use entire disk

() Use individual partitions

Sherif Eldeeb
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Finish, then VM should start ...

File Edit View VM Tabs Help
(S W= =

[ Case #2015-X000X

Install Windows 7 x84 as you would on a physical
computer. When you are done and the operating 1 Finished Installing Help
system boots up, dick "I Finished Instaling™

= Click in the virtual screen
to send keystrokes

To direct input to this VM, click inside or press Ctrl+G. (=N N ] @d o | &
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Or not ...

File Edit View VM Tabs Help
M~ &| Lo D=xF|DO|

{n! Home > | () Case #2015-X00C :~:‘

Most probably
start without N -

° If you have recently attached a device to this computer, such as a camera or portable music
player, remove it and restart your computer. If you continue to see this message, contact
your system administrator or computer manufacturer for assistance.

Click Finish to exit and shut down your computer.

t repair this puter ically

tic and repair details

Y IVI IVI V View advanced options for system recovery and support
[}

< Back I'Tl Cancel

To return to your computer, press Ctrl+Alt.
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Processing
Fvidence

... WHERE THE FUN BEGINS




What is Evidence Processing ?

The Evidence Processor runs, in a single
automated session, a collection of potent
analytic tools against the case data.

Examples include: File carving, Internet
artifact extraction, history of connected USB
devices, network info (IP address & MAC
addresses), System info, Instant messaging
parser, Recovery of deleted files ... and much
more!

@ Sherif Eldeeb
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Evidence Processing

Some tasks take very, very ... very long time.

It is recommended that you pick what you
are looking for only.

It has two pre-requisites:
> Evidence must have been Acquired.
o Set the time zones of the evidence.

... let’s see how to get the time zone of the
evidence and configure EnCase appropriately

@ Sherif Eldeeb
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Setting right time zone

If you know the time zone, set it directly.

Device -> Modify time zone settings

Device = Open With -

Disk View... S Detaie
1 @ (UTC=+02:00) Harare, Pretoria Time Zone Bias -180
@) (UTC=02:00) Helsinki, Kyiv, Riga, Sofia, Tallinn, Vilnius gaylidghzl%si;s 660
tandard Bias
. EEC:}?EF FCI-|I::|EF5... &) (UTC+02:00) Istanbul Daylight start Sunday, Week 0 of Month 0,
| (UTC=+02:00) Jerusalem Hour 0
@) (UTC+02:00) Kaliningrad (RTZ 1 Standard start Sunday, Week 0 of Menth 0,
| Restore... [@) (UTC=02:00) Tripoli Hour 0
@ (UTC+03:00) Baghdad
HEI zh... &) (UTC=03:00) Kuwait, Riyadh

@ (UTC+03:00) Minsk
|§] [UTC=03:00} Moscow, 5t Petersburg, Volgograd (RTZ 2}

Scan Disk Configuration (@) (UTC+03:00) Nairobi
@] (UTC+03:30) Tehran

SEEH fﬂ'r LVM @ [UTC+04:00) Abu Dhabi, Muscat DUSE single DST offset
&) (UTC+04:00) Baku

En 3 lFE EFS... @) (UTC=04:00] Izhevsk, Samara [RTZ 3)

Analhrze EME... &) (UTC+04:00) Port Louis

g= ohare 2
Meodify time zone settings...
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't you don’t know the Time Zone

If we don’t know the time zone “like in many
cases we get the evidence from overseas”, we
have to know from which time zone it came.

In windows computers, Time Zone information is
stored in the registry in the following key:

I HKEY_LOCAL_MACHINE\System\ControlSet001\Control\TimeZonelnformation\TimeZoneKeyName I
Which is stored in the following registry file:
\windows\system32\config\SYSTEM

Browse to that file in the left pane ...

@ Sherif Eldeeb
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If we don’t know the Time Zone

Right click -> Entries -> View file Structure

Wait for parsing to finish.

# R 31| SYSTEM 1
13

[ 32| [ SYSTEM.LOG i? Copy Carl-C LOG
3
33| componen Z sort LO...
(35|00 SAMLOG2 | ) o ¢ file O This file has a "NTR C ?
n St no_- t 1 t = ]
36| ] SECURITV.LC @) Find Related R o iz file has a egistry” signature. Continue parsing
037/ ' = Entries L Copy Files... [ | Calculate unallocated space
|:I 28 [ 1 svsTERPlnie EB Acquire vlah Copy F@ders...
S Creat ults... : [ |Find deleted content
“ole o= File Extents E; Process...
]F.N View File Structure Cancel
- _ = : | nce
Device |5__sl Add to hash library...
b Hash'Sig Selected...
Open With >

Go To Owverwriting File
Go to Linked File
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If we don’t know the Time Zone

When processing is finished, there will be a
little green “+” beside the SYSTEM name

1 Al S04 1 WY HARL LY
2 {3 s

1 22l 3 SVCTERA I /Mwe
Now click the SYSTEM file, it will expand

i © T Viewing (SYSTEM) ~ L] Split Mede = [( Condition = d
ﬁu O Ja-@ SYSTEM
4 ] |, CMI-CreateHive{2A7FB991-7BBE-4F9D-BI1E-7TCB51D4737F5]
o k Control5etd01
= K Control3etoz
] k MountedDevices
o[ ), RNG
Ci k Select
[ K Setup
O WPA
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If we don’t know the Time Zone
We go to that key

t\System\CnntrnlSetDm\Cnntrol\TirneZnnelnfurmatiun\TimeZaneKeyName I

0 © T Viewing (SYSTEM) + L] Split Mode ~ [ Condition v F Filter v 2 Tags ~ % Review Package ¥  Raw Sear

bl stillmage || B9 Table | ¥4 Timeline [ Gallery
w | K Storage 3 *’*l
b0 ). SystemResources i 2 = 2l = [ Selected 0/101274
b |;;.|:|l TabletPC Name
Terminal Server 0 1 IJ Bias
] 2z | DaylightBias
. ushstor [ 2 | paylightMame
bo VAN ] 4 |_] Daylightstart
b o)y Video [ 5 |_] standardBias
-] | wengsve L & |j StandardMame
DDD.I' Wdf - ] drdgrd 5[
ol WP |j TimeZoneKeyMame
OLIJ Windows 1 9 |_| DynamicDaylightTimeDisabled
] Winl
¥ ). ANO9ET [ 10| ActiveTimeBias
e 1R WM W
£ > £
[} Fields |:| Report Text | Hex i Decode %] Doc D Transcript E Picture | Console o= File Extents

sadaas ot Tl ... iy | |4 2] | E] Compressed View || ]
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If we don’t know the Time Zone

It’s "Pacific Standard Time ... let’s

reconfigure

Time fone

Details

@ (UTC-05:00) Bogota, Lima, Quito, Rio Branco
@ (UTC-05:00) Eastern Time (US & Canada)

@ (UTC-05:00) Indiana (East)

@) (UTC-06:00) Central America

@ (UTC-08:00) Central Time [US & Canada)

@ [UTC-06:00) Guadalajara, Mexico City, Monterrey
&) (UTC-06:00) Saskatchewan

@) (UTC-07:00) Arizona

@ (UTC-07:00) Chihuwahua, La Paz, Mazatlan
@ (UTC-07:00) Mountain Time (US & Canada)
1] 02:001 Baia California

o | (UTC-09:00) Alaska

@) (UTC-10:00) Hawaii

@ (UTC-11:00) Coordinated Universal Time-11
@ (UTC-12:00) International Date Line West

Year 2006
Time £one Bias
Daylight Bias
Standard Bias
Daylight start
Hour 2
Standard start
Hour 2

Year 2007
Time £one Bias
Daylight Bias
Standard Bias
Daylight start
Hour 2

Standard start

480

-60

0

Sunday, Week 1 of Month 4,

Sunday, Week 5 of Month 10,
480

-60

0

Sunday, Week 2 of Month 3,

Sunday, Week 1 of Month 11,

v

[] Use single DST offset

&) 2006
@) 2007

ﬁ»

Cancel

Sherif Eldeeb
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If we don’t know the Time Zone

To get back to the main evidence area “i.e.
exit from the SYSTEM hierarchy”, Press the
‘Back” green button

=37 Home | -~ Evidence .H'I

'-} o Viewing (SYSTEM) = L] Split Mode ~ (£ Condition =

Fack (Alt-Left) M
|-CreateHive{2ATFBS91-7TBEE-4FSD-BS1E-TCES1D47537F5}
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Processing
Fvidence
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Change view to Evidence

Change view to Evidence instead of Entry

ﬁ‘ Home 15 Evidence .'H'l
J &3 T Viewing (Entry) = LI Split

=l k Boot
1w Documents and Settir
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Process ...

Right click on Evidence -> Process Evidence -
> Process...

+4 Timeline
]« 2] + [ Selected 0/2

Primary
Mame Path
E’] TDurden EAG nCase\tdurden. exi
T
i—= mobile_andrai Ija Lopy Ctrl-C obile_android,Lx01
2l Sort 4 I
ﬁ E; Process Evidence E; Process... h
4 Bookmark » E; Acquire..,
E}, Acquire and Process...
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Processor Options

Sherif Eldeeb
https://eldeeb.net

What to Process
O Unprocessed Evidence Files (2)

Selected Unprocessed Evidence Files (0)
(®) Current ltem (TDurden)

Result Set ()

Immediately queue the evidence

Overwrite evidence cache

Options Label

Processing Options

EntCase Processor Options

Split Mode = % Edit |5 Save = Load | = Use Defaults

-

Task
Prioritization
Recover Folders
9 File signature analysis
¥ Protected file analysis
Thumbnail creation
¥ Hash analysis
Expand compound files
Find email
Find Internet artifacts
Search for keywords
J Index text and metadata
Y Personal Information
. Modules
System Info Parser
IM Parser
File Carver
Windows Event Log Parser
Windows Artifact Parser
Unix Login
Linux Syslog Parser
OS5 X Artifact Parser
|5y snapshot

| Enabied

L Y J = A A= N e AV

Thumbnail creation

Choose this setting to create thumbnail records for all image files in the
selected evidence.

Current processing options

Enabled

ENCASE V7 ESSENTIAL TRAINING
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Processor Options

Process all evidence files? Or just current?

What to Process
() Unprocessed Evidence Files (2)

Selected Unprocessed Evidence Files (0]
(@) Current Item (TDurden)

Result Set (]

Immediately queue the evidence

Owverwrite evidence cache

Options Label

Processing Options

Sherif Eldeeb ENCASE V7 ESSENTIAL TRAINING 93
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Processor Options

If it is blue, it’s a hyperlink and it has more
options.

Prioritization
Recover Folders
'!' File signature analysis
¥ Protected file analysis
Thumbnail creation
¥ Hash analysis
Expand compound files
Find email
Find Internet artifacts
Search for keywords
4 ||| Index text and metadata
'r Personal Infarmation
4 ||| Modules
System Info Parser
IM Parser
File Carver
Windows Event Log Parser
Windows Artifact Parser
Unix Login
Linux Syslog Parser
05 X Artifact Parser
(&) Snapshot

oo ooon U U RS EE &L




Prioritization

What to process first?

To process only the types of selected items,
Check Process only prioritized items

Process these items first
[ ] Decurments

[ Pictures

[ tems within these dates: Minirmurn Date: (MRS dd ey hbiraenss )
(01/01/70 03:00:00 AM |

Faxirnuen Date: (MhASddfny hhimrmss t)
[01/01/70 03:00:00 AM |
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Recover Folders

Try to recover deleted files and folders

When you turn on the Recover folder
structure of NTFS 3.0 files option, recovery
will take longer, but will reconstruct (folder
tree); if you left that unchecked, all found
folders will be grouped together without
tree structure.

Recowver Folders

| Reconstruct folder structure of NTFS 3.0 files

@ Sherif Eldeeb
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File Signature Analysis

A quite common technique for masking data
is to rename a file and change its extension;

for example, “image.jpg” might be renamed
to “program.exe”.

Signature analysis verifies file type by
comparing the file headers, or signature,
with the file extension, and flag mismatches.

l 'i' File signature analysis T I

@ Sherif Eldeeb
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Protected File Analysis

Relies on “Passware Kit” to be installed
examiner machine and properly configured

http://www.lostpassword.com/encase.htm

ldentify password-protected files

This will take long, long time.

I ¥ Protected file analysis T I

@ Sherif Eldeeb
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Thumbnail creation

Will create “thumbnails” for all images to be
viewed in the “Gallery” ... upfront.

5 Table ¥4 Timeline | [ Gallery

]T || Selected 0/134041 ﬁ Fewer Columns ﬁ Mare Columns

[ = (1) vi2jpg L] |l 2) v23.jpg [ = 3)44,jpg
B

] = [7) SITWGWSZ...| [ [ (3] SICB4NYFjpg| (] = (9] 5IF453XF.jpg

I Thumbnail creation T I
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Hash Analysis

A

Is required for more advanced analysis.

Calculate hash value for all files.

“Entropy” -> high value indicates
compression or encryption.

Takes time, if not required, unselect.
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Expand Compound Files

Will expand ZIP, RAR, BZIP2 and other
compressed files, and make files within them
available for processing.

VERY USEFUL!

l Expand compound files T I

@ Sherif Eldeeb
https ://eldeeb .net



Find Email

Will extract messages (and attachments)
from email archives (e.g. PST).

Find email

PST (Microsoft Cutlook)

M5F [Lotus Motes)

DEX (Microsoft Qutlook Express)
EDE [Microsaft Exchange)

AL

MBOXK

EMLY

[ ]Search for Additional Lest or Deleted Items

QK Cancel
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Find Internet Artifacts

Browser History and cached web pages

Chrome & Firefox supports: cookies,
downloads, keyword search, login data
‘users and passwords and top visited sites.

Searching in unallocated space will take time

Find Internet artifacts

[|Search unallocated space for Internet artifacts

QK Cancel
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Searching for Keywords

Keywords

* Add Keyword List =] %] v [ Selected 0/0

] % Keywords

arch
Expression

Case |Whale Unicod Unicode
Sensitive| Word HCCOCE Big-endian

Options

[] Search entry slack

] Undelete entries before searching
] Use initialized size
O

Search only slack area of known items in Hash Library

Refer to page 132 in User
Manual for explanations

Sherif Eldeeb
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Add new keyword

Search Expression | Code Page | Keyword tester

Search Expression

| Tyler

Mame

| Tyled

Search Options

[¥] ANSI Latin - 1 [ GREP GREP Symbuols

"wFFFF  Unicode character
[JuTFs [[] Case Sensitive \xFF Hex character

. Any character
CJuUTF? [IWhele Word # Any number [0-9]
7 Repeat zere or one time
Unicode + Repeat at least once
[A-Z] Athrough
* Repeat zero+ times
[¥YZ)] Either X, ¥, or Z
[#¥¥Z] Meither X nor¥ norZ
| Literal character
(ab) Group ab togetherfor 7, +, %,
{m,n} Repeat m to n times
alb Eitheraorb

[]Unicode Big-endian

Unicode View

[0054 0074][0059 0079][004C 006C][0045 0063][0052 0072]
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* Will enable searching

Creating an Index

An ‘index  is a list of all “text” in an é%ence;
create it once, search through it very quickly.

Index text and metadata

across all types of
information and view
results in email, files,
smartphones, and
any other processed
data in one search
results view.

Mazximurn werd length

4 -

[]Index slack and unallocated h

| Skip known files in hash library

Skip all files in hash library

| | Index with East Asian script support h

Enable this, if you enable
“Index Slack and unallocated!”

Sherif Eldeeb ENCASE V7 ESSENTIAL TRAINING
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Personal Information

Credit cards, Phone numbers, Email
addresses & USA Social security numbers ...

General | Credit Card I Government ID| General | Credit Card | Government ID General | Credit Card | Government ID
= | | Credit Card Government D
Entry condition Edit
o v 2] = [ Selected 12/12 % Edit 5] New 3* Delete  ~ | - 4| = [ Selected 1/1 % Edit (2] New 3% Delete -
Search Options Search Name |  canEdit Search Name |  canEdit
Hit Threshold g\nsa T |Social Security Number
| 1 = T |MasterCard
L T |American Express
Phone numbers &DISCOVH
T |Diners Club
[] With area code T |InstaPayment
T |ICB
d T —=.
Without area code o |Maestro
L
Email Addresses g aser
T |Solo
Ernail addresses BT |Switch
~T |BankCard
oKk || Cancel 0K || Ccancel oKk || Cancel
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Personal Information

Information about the Qatari ID number, and
how to configure EnCase to look for them
could be found at the following site:

https://eldeeb.net/wrdprs/?p=330

© Explaining the Qatari ID n X

& C | @ https eIdeebnet nrdprs/?p= v W

Explaining the Qatari ID number + a
Regular Expression for EnCase

STATE OF QATAR @
MINISTRY OF INTERIOR i 3

IIIIIII_II o

Enhyl’urpon WORKVIS
Expiry Date UUY-

Sherif Eldeeb ENCASE V7 ESSENTIAL TRAINING
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System Info Parser

Identify hardware, software, and | s [asences
user |nf0rmat|on. Artifact Collection Options

Startup Routine (Linux only)

User Activity

Previously connected USB devices.

Standard | Advanced

Operating System

Hardware
Blue-check Commands to run at collection
o 24+ &1+ [ Selected 07138 L] Split Mode ~ % Edit o Mew - Delete Folder Software
a Registry Commands
E. —— Mame Key [+] &ccounts/Users

DI _| i
[ a3 HKCU - Explorer Bars HKEY_CURREMT_USER

=l K Hardware ﬁ _ [ Network

O] ). Other [ 84 ﬁ HEKCU - Explorer Extensions HEKEY_CURREMT_USER

User Defined Keys [ 85 HKCU - Shell Browser HKEY_CURREMNT_LISER o ;
N ] Shared/Mapped Devices

[ 86 @ HKCU - WebBrowser HKEY_CURREMT_USER
] 87 & HKCU - Winnt Load HKEY_CURRENT USER USE Devices
[d 88 ﬁ HECU - Winnt Run HEKEY_CURREMT_USER Network Shares
[ 89 @ HKCU - Winlogon HKEY_CURREMT_USER
R ﬁ Explorer HKEY CURREMT USER [#] AutoRuns
O] = ﬁ HECW - Policies Explarer Run HKEY_CURREMNT_LISER
[ 92 @ HKCU - shell HKEY_CURREMT_USER [ ] Live Registry Only
[ 93 #§f HKCU - Run HKEY_CURREMT_USER
|| .-"" r

Sherif Eldeeb ENCASE V7 ESSENTIAL TRAINING
https://eldeeb.net



IM Parser
Scans for AOL, MSN and Yahoo chat artifacts

Who is using those anyways :/ ... not very
useful unless vyou’re investigating an
evidence acquired long, long time ago.

IM Parser F I

IM Types

[w] ACL [w] MSH [#] Yahoo

Scan Unallocated

QK Cancel
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File Carver

File carving is the process of reassembling
files from fragments in the absence of
filesystem metadata.

o e.g. there will be no file names or created time...
only file data.

This should be able to recover deleted files
which has not been overwritten, even if the
metadata has been overwritten

Very useful for recovering deleted files,
especially for relatively small files (images,
audio ...etc.)

Sherif Eldeeb
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File Carver

Select Carving Type

Al (W Optirnized () Standard

Select File Types

T 41 + 7 Selected 2/10 L] Split Mode -

rl Dﬁl- Optimized File Ty DOCUMENT
G K DOCUMENT EMAIL
O Ju EMAIL MULTIMEDIA
=l K MULTIMEDIA PICTURE
o k PICTURE

L4

Search Options Carve Options
[ ] Search All Files [ ] Carve HTML Files
Search Unallocated Carve Webmail Files

Search File Slack

Sherif Eldeeb
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File Carver

Sherif Eldeeb
https://eldeeb.net

Export Carved Files

Output File Size (MB)
10 A

W

Export Destination Folder

Max Folder Size (MB) Max Folder Files

K 2] [
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Windows Event Log Parser

This module parses .evt and .evtx files for
Windows Event Logs, and also allows for
processing by condition (e.g. event id)

| Windows Event Log Parser F I
Conditions
Entry condition Edit
EVT cendition Edit h
EVTX condition Edit
0] 4 Cancel
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Windows Event Log Parser

Example: only report log on events (ID = 528)

Terms |Comment Source Code

Function Mame

| 528: Successful Logon [1Prompt for value

Properties Operator

5 MName |_ﬁ:| equal to

5 FullPath |@) not equal to

b IsFolder (@) greater than
& ltem GUID |ﬂ:| greater than or equal to
i File Offset | less than

i EventlD |ﬂ] less than or equal to

i Event Type | @) Matches
ﬁ Generated |_ﬁ:| Range
] wiritten
5 Source

Category
sID
Computer
String Data
Hex Data
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Windows Artifact Parser

Parse Options
Link Files

Recycle Bin Files

MFT Transacticns

[ ]5earch Unallocated

QK Cancel

%4 Home - Evidence l ¥ Records Xl
(W &) T Viewing (Record) ~ L] Split Mode ~ [ Condition ¥ F Filter v -1 Tags ~ . Review Package » < Book

4 DL Jy Record P Table | €2 Timeline [E Gallery
4 b Windows Artifact Parser A
5O 1 Recycle Bin & A~ &l [ Selected 0/241
& - -
4 D] || MFT Transfers Hame B Re Fo la E'[:‘ LUS?zI';al E_;";
| SLogFil =
‘ [" o O 1 | Indx Artifact 1,479,528 Document
= Mt Artiract 4 = ﬁ' Recoverystore. {380 dat 2,846 Document
o] |, Indx Artifact AR
. Link Artifact &= Lﬁ' cntwmodule 2010.2.. 55 13,834 Document
oL & =
o) Link Parser O 4 | stylel2).css css 8,044 Document
L s ﬁ' ADS_5_~1.HTM HTM 10,774 Document
O & [&f THUMBN~1.JPG PG 3,444 Document

Sherif Eldeeb ENCASE V7 ESSENTIAL TRAINING
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Unix Login

This module parses files with the names
“wtmp” and “utmp”

> Those files keep track of all logins and logouts to
the system.

File detection
Process all files by signature

Conditions

[ ] Entry condition

[ ]Log event condition

oK

Sherif Eldeeb
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Linux Syslog Parser

syslog is a widely used standard for message
logging (you can think of it like Linux’s
equivalent of Windows Event logs ... sort of)

[] Entry condition Edit

[]Log event condition Edit

QK Cancel
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Macintosh OS X Artifacts parser

Just like all other Apple products, there’s not
much you can do ©

This module does not require configuration,

Cloze

Collects Lots of very useful info: USB devices,
OS version, Installation Date, Network info,
User activity, Keychain (stored passwords),
and many other.

@ Sherif Eldeeb
https ://eldeeb .net



Processing
Fvidence

RESULT SETS: LIMITING THE CASE PROCESSING
SCOPE




Case Processing is slow...

If you are only interested in specific items, or
time frame, you can limit the “scope” of the
case processor using “Result Sets”

To create a Result Set (see next slide)
1. select the files
2. ->right click on any of them
3. ->Entries
4. ->Create Results ...
5. Callit something

Sherif Eldeeb ENCASE V7 ESSENTIAL TRAINING
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Creating Result Sets

Sherif Eldeeb
https://eldeeb.net

P =
S | k Program Files [x2E]
-] K ProgramData
. k Recovery
w7 ), U
b Ol Lollapse Mame (6943 items)
L
4, Expand All :
b O | UsersDirectony
D@,.__' by Collapse All
[+ DE 1
D@,.'l__' Set Included Folders Mum +
Ol | SwgiFor  CNam
nclude Single Folder rl-Murm +
b O - I oK Cancel
POMIL L et 3
elect ltermn ace
poCl W : P
1 Lc
clde tas Bookmark
[# Gotofile
@1 Find Related
L) Fields gl = Entries £ CopyFiles.. i)mule = File Extents 5 Permission:
= - £3 Acquire a1 Copy Folders...
Create Results...
S Name E)e, Process.., |
.. Niew File Structure
° T &l Device Add to hash lib
S File Ext & Y 3 Add to hash library...
. ; . = Hash'5ig Selected...
1 Logical Size - -
i cat Open With Go To Overwriting File
atego
L ey Go to Linked File
1 Signature Analysis
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Result Sets

To view the Result Set, click “view” -> Results

£ v || Case(E = &Y View = F Tools v “% EnScript
ﬁ Home | 5 Evidence * ﬁ Home Page
D © T Viewing (Entry) + L] Split c re
3 || Case
Ent == -
4 Ol ”Tré:s | | Reports = v || Case (EncaseTraining 101) v &} View +  Tools = 4% EnScript v 2 Add Evidence ~
4 Dg@ urden 3 Home = Evidence X]E Results Xl
4 Ohfice C <= Evidence Q@ © ¥ Viewing (Result) » [S Condition 7 Filter v 0 Tags v 3 Review Package v & Raw Search Resu
o0 SExtend = Results 4| v [ Selected 0/1 I+ Combine v T Process %f Edit 3% Delete  ~ |[E= Table | 45 Timeline [ Gallery
g SRecycle.Bin Qs y A [ 1| UsersDirectary S v 41 v [ Selected 0/6043
C
[ DD i Boot Mar|
O Jiw Documents and Settin og 5 T{rds ; O 1 | Administrator
rmarks
» o), MsOCache W B O 2| L. Appoata
b ol PerfLogs |;:| Report Templates 0 3 | Local
& [ 4 |i@ Application Data
{1 ) Program Files @] Case Info ltems * 0 5 |&o History
© D] ), Program Files (x36] {&ly Secure Storage O 6 || Micosott
i ] ), ProgramData & Log Records O 7 |e Credentials
[4 98 . Device Metadata
[ D|:| N RECCI'H'EF]I' . . Fl = | dmrccache
-] K System Volume Inform % File Types [ 10 | . downloads
4 DR | Users fﬁ? Encryption Keys O 11 | dmrcidx
- a 1z . Event Viewer
[ D@j- Administrator
[ 13 ||, Feeds
[ D@]. administrator.ZERC D QDHSCllE ] 14 | | Feeds for United States~
CRAiw All Users €5 Performance
O | Default = Processor Manager
Chw Default User
b GRT ), Public ¢ Page »
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Limit Processing to Result Sets

Select set -> Process

51

v | Case (EncaseTraining 101) v &3 View v ¢ ¢ Toc
3 Home = Evidence * | ] Results
QO © ¥ Viewing (Result) v [ Condition\ ¥ Filter —> () Unprocessed Evidence Files (1)

2] + 7 Selected 1/1 g}» Combine * [h Pmcm] 0 Ed Selected Unprocessed Evidence Files (0]
il ||"l BT [Pmcess result SEth Current ltemn (Mone)

(@) Result Set (UsersDirectory) h

Immediately queue the evidence

What to Process

I N th |S exam p I e’ on Iy Result Set (UsersDirectory)
577MB out Of 13GB |y mceseaton thes rors v bs rsrocesed

previously locked and current processing options.

will be processed e —

Size Sizel Count
TOurden* 13.0 GB 5777 MB 6943

t 1
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Viewing Case
Processor Results




Viewing Case Processor Results

When the case is processed, an indication is
at the bottom-right corner of the app.

After it is
finished,

V||

Processing ‘TDurden'

& View 1k Tools » i EnScript ¥ 2 Add Evidence ~

%3 Home | »= Evidence *| =] Resu i Home Page ' I
reSUItS dl'€ | [O © 7 viewing Entn) ~ 1] spi Cace r v <O Tags v i Review Pac
: i L
4 ]z Entries =
u n d e r 4 |:>|:| TDurden |;| Reports
= C
o R SExtend ¢ Evidence —
-> VIeW ! DDFJ-; i =l Results .
. £ SRecycle.Bin Q c ] =
0] )y Boot » Earc =
——> Re CO rd S o Jis Documents and Settir Records
v ]| MsOCache Qﬂ Eookniiks
O . Perflogs % | Reportlemplates
b o], Program Files @) Case Illo Items
S | k Program Files (x36) l% Secure Storage
] |, ProgramData Fi Log Records
b )y Recovery 3
b D] ), System Volume Inform L Eile Types
== 2 _Encruntion Kevs
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Viewing Case Processor Results

~ || Case(EncaseTraining 101) = &3 View v F Tools * %% EnScript v = Add Evidence ~

'&Home <2 Evidence # =] Results Xlﬁ Records XI
Q6 'p| Viewing (Internet) ~ |[L] Split Mode = [ Condition ~ F Filter 2 Tags ~ | Review Package « 5« (2 | @)~ Fa = £5 » 24 l@ ~ &l -
4 T ), Internet _ ~ || B Table | 3 Timeline [E Gallery
4] K Internet Explarer (Windows) ," g - ‘%l =[] Selected 010841 -

4 Histon

L .
Logical Item ~
Typed URL
o o lype Name Size T Categ

=t ;I:_Ilu:u o 1 NTUSER.DAT 92 Document  Windows

C | Draily )
o : Weekly 2 NTUSER.DAT 30 Document  Windows

l : .
4 ] K Cache 3 NTUSER.DAT 48 Document  Windows
Code da NTUSER.DAT 92 Document  Windows
Image s NTUSER.DAT 30 Document  Windows

HTML e NTUSER.DAT 38 Document  Windows

. Text v|l€ >

|=| Report Text Hex iy Decode o] Doc = | Transcript [E Picture ] Console (] Fields || Lock
“Zoomln = Zoom Qut Qﬂl]%v D D -

Primary Device TCurden A
Item Path Internet Explorer (Windows)\Histon\ Typed URL\NTUSER.DAT
True Path EncaseTraining 101\ TDurden\C\Users\administrator ZEROBIT\Internet Explorer
[Windows)\History, Typed URL\NTUSER.DAT
Internet Artifact Histary, Typed URL
Type
Title url2
Url Name
Url Host cracks.am/

Last Modification  04/18/11 09:15:31 PM
Time

Browser Type Internet Explorer (Wind
Profile Name administrator. ZERQBIT

Message Size
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General Useful
Tricks
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Find Related Emails (Conversation

Ill

You can check email “conversations” by
going to “Find Related” -> Show
Conversation

~ || Case(EncaseTraining 101) ~ &3 View v F Tools v “f EnScript ¥ = Add Evidence =

&Home ¢S Evidence ® 5] Results % ﬁ Records *

& & T Viewing (Email) » [ Selected 0/107 L] Split Mode = [(= Condition = F Filter v -1 Tags » i Review Package v s Bnnkmalﬂ |@) FindRelated ~ T = 53~ 53 Wl ~ &l - -
[ A0000079.5Y5 ~ || =] Report Text Hex i Decode |&] Doc = | Transeript # Find related by name... [ Lock
3 7vs.dn e = * Find related by time...

4 D@] RE: just a test to see whether it works ErEmm Eram Q I00ES ~ D a -
][ A000ODD79.jpg e W= T #% Show conversation

= 7y yler Durden <tdurdenl263@gmail.com:> .

= 7¥s.irg 04711711 04-29:45 PM Show rel messages
0= 37pg P

4 D@] RE: just a test to see whether it works
[J|] Mission Statement.doc
[ rename.oe
[]] ] rename2Technet. oo

i D@] RE: just a test to see whether it works

=g ST ORI From: Tyler Durden[mailtotdurden1263@gmail.com]
[[J[=] RE:Stillin buisness sent: Monday, April 11, 2011 4:25 PM

I~ [Clff some samples To: Tyler Durden

I~ [ljfa RE: some samples Subject: Re: just a test to see whether it works
[C][=7 RE:seeyourself the latest developments
=7 quick question
[C=7 RE: quick question
[Jj= RE:see yourself the latest developments works like a champ.

| L Calendar
[ J: Contacts Let's try more attachments.

~

Subject RE: just a test to see whether it works

That will do hopefully...

d k Drafts
| K Journal
[] |, MNotes

On Mon, Apr 11, 2011 at 3:22 PM, Tyler Durden <Tyler Durden@zero-bit.com>wrote:

Sherif Eldeeb ENCASE V7 ESSENTIAL TRAINING
https://eldeeb.net




Find Related Emails (Conversation

NER. Caze (EncaszeTraining 107) - View ~ 1 F Tools = EnScript ~ -2 Add Evidence
_Ij g pt ¥ ¢S5

ﬁ Home 5 Evidence ¥ Results * | (& Records *

D © T Viewing (Show conversation) » [ ] Selected 0/3 LI Split Mode = - Tags = |y Review Package » '+ Show Duplicates < Bookmark v |#] Gotofile | @] Find Related = ~

4 []=] Email Message Info L] Fields Report TEI.‘I: Hex i Decode Doc Tlanscﬁpt ] Console ] Lock

V] D@ <Message not presents> = -
4 [_|[=] Re!justatestto see whether it wor Ll Ll @’ e D D -
From Tyler Durden ~

[J[=§ RE:justa testto see whether it w
To Tyler Durden <tdurdenl263@gmail.com>
Sent 14711711 04:29:46 PM
Received 1011711 D 00 PM
Subject RE: just a test to see whether it works

That will do hopefully...

From: Tyler Durden[mailtotdurden1263@gmail.com]
Sent: Monday, April 11, 2011 4:25 PM

To: Tyler Durden

Subject: Re: just a test to see whether it works

works like a champ.
Let's try more attachments.

On Mon, Apr 11, 2011 at 3:22 PM, Tyler Durden <Tyler.Durden@ zero-bit.com>wrote:
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Hash only selected files

Select the files =2 “Entries” = “Hash\Sig
Sel...”

ipt v = Add Evidence ~ @ -

- “Tags = i Review Package =  Raw Search Selected ~ . Bookmark = Gntﬂfilnl.ﬁlﬁﬂd‘fﬁ.inhiﬂ ~ fdAcquire > 3 Wl v Gl -

| Table ¥ Timeline [E Gallery &l Copy Files..
“u -
g il = 4] = =F Selected 89901/134041 -i: 4 Caopy Folders... =
O =l Create Results...
File Lagi ignature "
Name B Bs Fo o o o i
B 77| splwowsd.exe EvE 1" View File Structure
B 78 (|_] Starteraml xml @ Add to hash library...
B 79 |3 system.ini ini = Hash\Sig Selected...
= | E _] win.inl ini To Overwrting File
R 81 |) WindowsShell.Manifest Manifest o Linked File
A 82 |_] winhip32.exe exe 9,728 Executable
B 83 (|_] Uktimate.xml xml 51,867 Document
B 84 ] WindowsUpdate.log lag 1,317,511 Application Data
R 85 |1 TsSyspreplog 1,313 Application Data
7 g | ). addins 152 Folder
i

E E __'I nsreg. dat Total 1 Evidence, 14858 Folders, 75009 Files (44174 ignored) 14,948,823 637 (13.9 GEB) 0 Windows
M 88 ] setupactiog MD5 SHA1 []Entropy [#] Verify file signatures 2,185 Application Data -
—= L] P - " i -
£ Mote: The entries must be reloaded in the Evidence tab to see changes »

| Cancel
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Smartphone
Reports




Smartphone Reports

Creating reports for smartphone information
using EnCase couldn’t be easier
> Tools = Smartphone Report ...

Sherif Eldeeb
https://eldeeb.net

£ = | Case(EncaseTraining 101} =

F Tools » “i% EnScript » += Add Evidence ~

ﬁ Home | /5 Evidence *

0 © ¥ Viewing (Mobile Data) + L] Split Mod

4 DD@ Maobile Data
FE | K mabile_android
4 K Crganizer
el k Events
FE | K Messages
=l K E-mail
PO SMS
O 0 MMS
4 K Internet Data

CA_ k Cookies
c] K Downloads

o] K Searches

6?1 Case Analyzer
[# Portable Management

«" Verify Evidence Files...

=

Cﬁ EnScripts
EastBloc SE...
Mount as Metwork Share Client...

E Manage Hash Library...

|_'=—=| Smartphone Report...

@ Passﬂar?or’c...
Wipe Drivil.

&= (“reate Bont Disk
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Smartphone Reports

‘Tags are explained in “Chapter 12” in user
manual (and will be explained in next course,
God willing)

"OK™ and it
will work
for a while.
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Smartphone Reports

Reports could be “Short” or “detailed”

You can pick what to be included

Show Short Report ] Show Detailed Report |ﬂ; Print... iz Export... %) Add Custom Motes... || View Single Category & Export Location Data...

[] Export CSV |

R Contacts (7 Call Logs ~T SMS =7 MMS 4 Email 7 Organizer -7 URL || Pictures | ¥ ZoomIn = Zoom Qut %, 100% ~

EncaseTraining 101

Path: C\Users\USER\Documents\EnCase\Cases\EncaseTraining 101\EncaseTraining 101 Case
GUID: 4B1945947AECEQO34FBBOBET 3276897507

ltems included in the report
Contacts | Call logs SMS

Sherif Eldeeb
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Smartphone Reports

Show Short Report g3l Show Detailed Report (50 Print... (7)) Export... *,) Add Custorn Notes... || View Single Category & Export Location Data... [*| Export CSV |

=7 Contacts 7 Call Logs 7 SM5 7 MMS =7 Email 7 Organizer =7 URL || Pictures | “ZoomlIn ~ Zoom Out £, 100% -
Title: My Contacts

Contact Name Phone Numbers E-mail

pEgE s mail.com(l)

Mame: Pzl

INTERNET E-mail: psilllimail.com

Times Contacted: O

Sync: http-s:,n’fmm.guugle.cumfmﬂffeedsf:untaEEI*basez_pruperty-
android_linksto-gprofiles_highresphotos/22fa7f70e69d8%9a
Given Name: Rl

surname: Ty

MName: Pz

Title: My Contacts

File Name: Picture.jpg

File Length: 7216

File Type: File
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Geo Location Data

EnCase parses all location-related
information from several sources, then
allows for export to KMZ file which can be
viewed on Google Earth

KML Cutput file

| E'_cache\EnCaselll.kmz “1'
Map Locations
Smartphone Re

Phone Locations

5... || View Single Category| & Export Location Data... [*| Export CSV | ¥ Zoom
Phonebook &ddresses

“ZoomIn = Zoom Out '&l 100% -
| Title: My Contacts Geo-tagged Images

Use Timeline Display

QK Cancel

Sherif Eldeeb ENCASE V7 ESSENTIAL TRAINING
https://eldeeb.net



Geo Location Data

Photos and icons will be placed on their
exact locations

=alard
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Geo Location Data

Clicking on a picture/link reveals more info

Mississipp Alabama

Z e
o
\\ : 7
5 \;‘.’/

= i
& e
IMGEO 4 1RIPG 0 e — el

C.,JM-\..% o MG _0140PG

IMG 0139 JPG

Date: 2009:05:18 08:10:52

Directions: To here - From here

<

Georgia
o
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Export to CSV

Data could be exported as CSV for further
dissemination using other tools

. [~ . .
Export Location mobile_android - calls.csv

| Eh_ca chel

[~ . .
[¥] Contacts =}‘_! rmobile_android - contacts.csv

[~ . . .
(¥ Call Logs =h mobile_android - emails.csv

V] SMs [ : i
Hh mobile_android - events.csv
| MRS

™ . .
[¥] E-mail q ”h mnblle_andmld - MIMEe.C&

™ . .
[ Events mobile_android - notes.csv
[#] Tasks [ ] )
=}‘_! mobile_android - sms.csw
[/ Motes
[ . .
[ Intemet History mobile_android - tasks.csv

™ . .
ok | | cancel meobile_android - urls.csv
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The forensic
challenge
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